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1 TH A

AABIRAG R - EREROPIRAS, FEOFHEE., MOEHE, e, SCREHE, EN{ES.
SHEH., IR, SO B SRPE BERE. REHE. CEEHE, APPEIEDIRE. Hh, &
WA ZHARIR . BEERUR . EBERESCRE . RedisZ 78NS TFIE 5K M 48— 50 Ab B A5 H R RF

1.1 T H Hf A
1.2 T H 45 1)
1.3 TP R Bk
1.4 B H.
1.5 FRHFE Bl



1.1 Il H #iR

o ST IYSpringBoot 2.0, MyBatis. Shiro. Element 2.0+HE%2, JFRIM—ERIR RS, WK, =
KEUH . Witz W], BAEEERE e, NS RFEREF N, 1L — VIS s iR

o RESXASARFER . BinHM, HFFE (FEEEJavaff KM MIEER, n/E AR

o SEIEM xss BHTEAMHIAIT e, MEALL xss Wi, HIETAZBRE LAXSST

o AR IIRERLIR, s v] RG] T A R, S5 i i) R R SR T 28

o MFFHIEARBIREHE, RTINS, ToFR AT, RUATScIidRd g, &2 8RR H 1

o RIEMIAGHIRE R, #rigMan, MEPRARSIEFEMRNTE, 1A Y EBFRER

o RIEMHEEH, WHEEERXHE, BEHE, REHE, HHEH I LBUGENL

o RIEMIEPBMLECE, HEroKRFREaF s, B30, English, MFMENFIES, REMIHES
[i18n] 3 AHRp AT

o RIUGMINTImGANASER tH, HrHE VU0 F B 00U B SCHE, 0] 78 DL Bh 258 1 tabhr 28

o Y HFMySQL. Oracle. SQL Server. PostgreSQL %5y #4k &

o MR 2 RS AIMEIE, T A0SR, i [ 2]


https://promotion.aliyun.com/ntms/act/ambassador/sharetouser.html?userCode=y93lfwbg&productCode=dmspre&utm_source=y93lfwbg

1.2 T H 258

WH — 3L RS, 407 s

security-enterprise

F-renren-admin  JEHEH

|_
|
|
|_
|
|
|_
|
|
]

|

L—db Bl AT IR L A
|
Fmysql.sql My SQL i 22
|

Foracle.sql Oracle##iE F

F-sqlserver.sql SQL Server##fE

Lpostgresql.sql  PostgreSQLHE

renren-dynamic-datasource EZ (e

renren-common L

renren-api APIR %

renren-generator QA4 ELAS

renren-common /A AR, AR DL jar® I R GINE X, Bt T B2, Ll Krenren-admin.
renren-apitf i /A Jffjentity. mapper. dao. servicef5%, Bhik—NIhAEEE 2GS .

renren-dynamic-datasource 4y 2 ¥4 YA H,  H AT Dljartu i G N 2.

renren-admin )5 S, MR RGMZL, HRTREEEHASR, LT E K ar, $BE 2RSS L
84T, & iwar, i F| Tomcat8.5+% 2% iz 1T

renren-api N AAKER, FERFILAPPIF AR, W: ARWUS/FERF. 1I0S. Androidi@ i, HE —EH
MR, %A Srenren-adminH P R ALA, B Arenren-adminH 7 3 BELAF TR 2 ARV Y EB N G
Z, BAEGEHEANE, MEREEEM AL, Mrenren-apif 7&K BB ABRNFIESZH T,
AEAZEREEEHEARGNIMIR . renren-api £ E 2L T H FEM . B3, BOBBRIAME. $RHUS %
M P EThRe, NAPPH: LM<, 1Rt —BMMMAER T %, M FILAPPEE DK

renren-generator HACHD A e as i, R TR QIR , Bl DA Bk, Mk, &l FHE
BEAEH94CHS, flf%entity. mapper. dao. service. controller. vueZ5 A A%, I H T RKMds. S0
MySQL. Oracle. SQL Server. PostgreSQLA{# % .






13 TP R A B iE

1.3.1 B AEF >

e JDK 1.8+

e Maven 3.0+

e MySQL 8.0

e Oracle 11g+

e SQL Server 2012+
e PostgreSQL 9.4+

1.3.2 223 Lombokdd F

FEI0 H F1/5 FHLombok AT LA/ R 2 B ACRY, 4. getter. setter. toString% /71K 'S

T Kl 2ideaZ 2% Lombok 5%, eclipseZSfl, 1~ EIFTR:

9 Settings x

Plugins
Appearance & Behavior Qrlor
Keymap
Editor

Plugins Lombok Plugin Jpa Support Json2Pojo with Lombok

Version Control

Build, Execution, Deployment
Languages & Frameworks
Tools

JRebel

Other Settings

Hrisey Plugin EnumMdGenerator Value Class Generator

Custom Postfix Templates

1.3.3 IDEA & T H

o IDEA¥THIIH, File -> open WITH:



8 open File or Project *

B security prise [D: i i ise] - Intelli) IDEA

renren-admin

renren-api

199014 UATW J

renren-common

renren-dynamic-datasource

e fEsecurity-enterprise H 5% F, #4Tmvn install, %1 EIfFR:



B security prise [D: i i ise] - Intelli) IDEA = X
ctor Build Rur

security-enterprise

ternal Libraries

nmon

dynamic-dataso

enerator

1.3.4 Eclipse /I & L .

o Eclipse  ATIH, 1 KE:

[®] eclipse-workspace - Eclipse - o X
File Edit Navigate Search Project Run Window Help
nd @®viDin| HFvOvYR_ QU BZrEvi®S iR vy oryDy Quick Access

=0 =

8¢ Outline &2 K * Y=o

An outline is not available.

& Project Explorer

New >
Show In Alt+Shift+W >
Copy culec
Copy Qualified Name
paste culsy
Delete Delete
Import 5| 5 App Client JAR file
Export... EAR file
Refresh Fs ER R
Java EE Utility Jar
RAR file
WAR file

4’ Search 2 = ve#|® Y=o

No search results available. Start a search from the search dialog...

10



E Import

Select

Import Existing Maven Projects

Select an import wizard:

type filter text

» = Gradle
» & Install

» = Java EE

v = Maven

41 Check out Maven Projects from SCM

|ij-, Existing Maven Projects

{7, Install or deploy an artifact to a Maven repository
ud Materialize Maven Projects from SCM
» & Comph

@ < Back Next > Finish

Cancel

11




@] Import Maven Projects O

ped
Maven Projects
Select Maven projects
Root Directory: |D:\renren\security—enterprise w ‘ | Browse... ‘
Projects:
w~ _-'pc:m.xml io.renren:security-enterprise:2.0.0:pom | Select All ‘

renren-common/pom.xml io.renrenrrenren-common:2.0.0jjar |———————
; : || Deselect All
renren-dynamic-datasource/pom.xml io.renren:renren-dynam
renren-admin/pom.xml io.renren:renren-admin:2.0.0:jar
renren-apifpom.xml ioc.renren:renren-api:2.0.0:war
s ; : ...| | Deselect Tree
renren-generator/pom.xml io.renrenrrenren-generator:2.0.0:jz

Select Tree

Refresh ‘

<

Add project(s) to working set

‘ security-enterprise

» Advanced

@ < Back Next = Finish Cancel

eclipse-workspace - Eclipse - X
file Edit Navigate Search Project Run Window Help

He bt I@viBIN| P I ENE S ISR ORI AU B YOO A i@iRIF v H X

[Quick Access] | = | i8]
& Project Explorer & BS|e Y=o = O E=outline 2 [ Task List ® v=0o
1 renren-admin

An outline is not available.
> 5 renren-api
> & renren-common
» & renren-dynamic-datasource
i3 renren-generator
> i3 security-enterprise

[22 Markers [ Properties # Servers ¥ Data Source Explorer [ Snippets & Console &2 ' Search "B8vNvy=0
No consoles to display at this time.

Importing Maven projects: (59%) Wl =

e fEsecurity-enterprise H 5% F, #{Tmvn install, %1 EIFR:

12



@] eclipse-workspace - Eclipse
File Edit Navigate Search Project Run Window Help

B HRIO DN P I BN e IRHE O R A IB O IO A ORI C YD
&5 Project Explorer B%|ls v=0 = B  Z=outline R [l Task List
» & renren-admin An outline is not available.
+ & renren-api
> i renren-common
> & renren-dynamic-datasource
> 2 renren-generator
> & renren-a New >
> [ renren-a Go Into
> Brenrenc - gpow in Local Terminal >
> & renren-d
> & renren-g B €oPY ctrl+C
B RRimn, Paste Ctrl+V
5 pomam| % Delete Delete
Remove from Context Ctrl+Alt+Shift+Down
Move..
Rename... F2
Lu Import...
4 Export..
£ Refresh F5
Close Project
Close Unrelated Projects roperties 4 Servers 1 Data Source Explorer & Snippets & Console 22 4" Search
Show in Remote Systems view display at this time.
Validate
Coverage A: >
[ Run As | [ Uil e+ Shift+
Debug As > m 2 Maven build...
Profile As > m 3Maven clean
R e el m 4 Maven generate-sources.
i , m 5Maveninstall
m 6 Maven test
Team >
Compare With S|iTprinenl
[ 8npm Update
Configure >
s ,  RunConfigurations...
Properties Alt+Enter

5 security-enterprise

Qcncce| 8

"EvNv=0

i@} tdit Configuration

Edit configuration and launch.

Name:|| security-enterprise

=IMain =i JRE| & Refresh| %~ Source| B Environment| =] Common|

Base directory:

| ${project loc:security-enterprise}

‘Workspace...‘ ‘File System...! I\-"ariables...

Goals: ‘clean install

Profiles: ‘

User settings: H

[ ] Offline

1
‘1 ¥ Threads

‘Workspace...‘ ‘File System...| |Variables...

[l Update Snapshots
[ Debug Output [ | Skip Tests
[ ]Resolve Workspace artifacts

[ | Non-recursive

Parameter N Value

[ Add...

‘ Revert ‘ ‘ Apply

| Run | ‘ Close

13




8] eclipse-workspace - Eclipse - X
File Edit Navigate Search Project Run Window Help
nfd @®~iDin| ER AR R AR SR AR S0 = 1 BV FRUR R SRR S d

&5 Project Explorer £ BE%le =0

2 renren-admin F

i renren-api
£ renren-common
% renren-dynamic-datasource
% renren-generator
~ i3 security-enterprise
& renren-admin
& renren-api
@ renren-common
¢ renren-dynamic-datasource
& renren-generator
RERELAEA. txt
5 pomuxml

[£! Markers [l Properties #% Servers ¥ Data Source Explorer = Snippets & Console ¢ 4 Search 1 X % | 5 [BHEEE| ™ ¢
<terminated> security-enterprise [Maven Build] C:\Program Files (x86)\J jdk1.8.0_161 i (20 58 T
[INFO]

[INFO] --- spring-boot-maven-plugin:2.0.3.RELEASE:repackage (default) @ renren-generator ---
[INFO] Dounloading: http://maven.aliyun.com/nexus/content/groups/public/org/springframework/boot/spring-boot -loader-tools/2.@. 3. RELEASE/spring-boot - loader
[INFO] Downloaded: http://maven.aliyun.con/nexus/content/groups/public/org/springframework/boot/spring-boot-loader-tools/2.0. 3. RELEASE/spring-boot-loader-

[INFO] http://maven.aliyun. con/nexus/content/groups/public/org/springframework/boot/spring-boot-loader-tools/2.8. 3. RELEASE/spring-boot - loader
[INFO] Downloaded: http://maven.aliyun.con/nexus/content/groups/public/org/springframework/boot/spring-boot-loader-tools/2.8. 3. RELEASE/spring-boot-loader-
[INFO]

[INFO] --- maven-install-plugin:2.5.2:install (default-install) @ renren-generator ---

[INFO] Installing D:\renren\security-enterprise\renren-generator\target\renren-generator-2.0.0.jar to C:\Users\mark\.m2\repository\io\renren\renren-gener:
[INFO] Installing D:\renren\security-enterprise\renren-generator\pom.xml to C:\Users\mark\.m2\repository\io\renren\renren-generator\2.0.8\renren-generator

[INFO]
[INFO] Reactor Summary:
[INFO]
[INFO] security-enterprise SUCCESS [ 0.577 s]
[INFO] renren-common ... . N SUCCESS [ 5.186 s]
[INFO] renren-dynamic-datasource SUCCESS [ 1.255 s]
[INFO] renren-admin . SUCCESS [ 17.965 s]
[INFO] renren-api . . SUCCESS [ 4.279 s]
[INFO] renren-generator SUCCESS [ 3.490 s]
[INFO]
[INFO] BUILD SUCCESS ™
Mz
1.3.5 B & ¥ ds
o f#security_enterprise${ ¥ 75, HHEFEMID AN UTF-8
o PUTEIEEMA, WMySQLEEEZE, MIAT db/mysql.sql CAF, WGt EE
1.3.6 {2200 & S
& renren-adminfic & X application-dev.yml , U1~ EFis:
B security-enterprise [D: ise] - i i es\application-dev.ymi | dmin)] - Intelli) IDEA - a8 x

% AdminAppl

security-enterprise W renren-admin

1.3.7 BT H

1) J& Zlirenren-admin

14



S

e iZ47 io.renren.AdminApplication.java M) main J7¥%, NIA] 5 Zrenren-adminIil H

o BEOCRYMibE: http://localhost:8080/renren-admin/doc.html

defauit = AAFE Q
R FaseR X
e
| FHXR R

EREEER [olveszes: ]

| mxsn
BHER 2059 kR BEWR #iEseE schema
limit ERENCE query true integer(int32)
page LRURES, MIFHA query true integer(int32)
dictName FEEZFR query false string
dictType FHIR) query false string
order HEFFH, Hik{E(asc, desc) query false string
orderField HFFR query false string

| gz
K& 58 schema
200 OK

WAL THIE TR

o TCE Al UL (E 25 A IT AR S0, IFREhET R, 40 TR

AABBRLE I b

o MiAM-Sadmin, Zfdadmin, WIAJERERSE, 0T HIR:

15


http://localhost:8080/renren-admin/doc.html

pti=t renren-security [VAR] JVMEE Java HotSpot(TM) 64-Bit Server VM
REER v2.0.0 JVMRRZE 1.8.0_181

BHERR Linux JAVA_HOME Iusr/javaljdk1.8.0_181-amd64/jre
RIRE 3.10.0-693.2.2.17.x86_64 IHER Idata/devisecurity-enterprise-server
R amde4 JVMERIRE 382MB

CPUZE 2 JVMEERPTF 100MB

RGREF 3790MB JVMEAPEF 843MB

FRAEF 2007MB LFimER root

PSR 47.04% CPUSE; 0.46%

RAES en RANR Asia/Shanghai

2) Ja Zlirenren-apilii H

e Eclipse. IDEAz{TApiApplication.java, WA 553 H [renren-apil
o BEOISCAYMbE: http://localhost:8081/renren-api/doc.html

3) J& Blrenren-generator il H

e Eclipse. IDEAJz 47 GeneratorApplication.java, 7] 5% H [renren-generator]
o WIHGME1%: http:/localhost:8082/renren-generator

16


http://localhost:8081/renren-api/doc.html
http://localhost:8082/renren-generator

1.4 HHE5C H.
o —RIEHLR, weblil H #R & i# it session#EATIMIE, FEKIEREIERS, #2{Ejsessionid il 7F cookiet, LA
18 5 Rk 5% s PR 25 1

o ARINH R G/ B, JBidtoken# AT VIE CEERS, AEKME—ftokenSEiE) , FEUGEREIEHS, #
2 it okenfi fEheader, k45 Ui fif breoken, e FH S 40 S FH FRURR - i i i jsonsg HL

o BHEZHGRE, WHPR:

b B #H

NS ZMS, FREFZFltoken

o BHftfUoken |

_______ fi Litfltoken, WEHMARHED |

PR BEEISGE |
WA AL eam|

17



1.5 FREH BY

o EJj#:X: https:/www.renren.io/community

o WIFHIFRAGRY WHEW. BRTHESE, ERDIIE X, AR — I AT M2 uln 2

18


https://www.renren.io/community

25 B SO

2.1 MySQLE 8 i = FF

2.2 Oracle{( 4} /i 32 ¢

2.3 SQL Server(4fi 3 #¥
2.4 PostgreSQLE I i 37 #

19



2.1 MySQL ¥ i 3 FF

) B R E AR S, R EERIELE S fEapplication-dev.yml, %I~ Fi7R:

spring:
datasource:
druid:
driver-class-name: com.mysql.jdbc.Driver
url: jdbc:mysql://localhost:3306/security_enterprise?allowMultiQueries=true&useUnicode=
true&characterEncoding=UTF-8&useSSL=false
username: root
password: 123456

2) $4Tdb/mysql.sql, BIEER &I EPE, S shIiH BT

20



2.2 Oracle#( ¥ & 57 Fr
1) B R ERC B G S, R EMAC & S Eapplication-dev.yml, 1R Fios:

spring:
datasource:
druid:
driver-class-name: oracle.jdbc.OracleDriver
url: jdbc:oracle:thin:@192.168.10.10:1521:renren
username: security_enterprise
password: 123456

2) $iiTdb/oracle.sql, IEER KT EHE, R 3H0TH RIA]

21



2.3 SQL Server#{ 5 £ > £F
1) B R ERC B G S, R EMAC & S Eapplication-dev.yml, 1R Fios:

spring:
datasource:
druid:
driver-class-name: com.microsoft.sqlserver.jdbc.SQLServerDriver
url: jdbc:sqlserver://192.168.10.10:1433;DatabaseName=security_enterprise
username: sa

password: 123456

2) PuATdbssqlserver.sql, GEER M YIGEAEE, 53000 H EPAT

22



2.4 PostgreSQL A & 57 £F
1) B R ERC B G S, R EMAC & S Eapplication-dev.yml, 1R Fios:

spring:
datasource:
druid:
driver-class-name: org.postgresql.Driver
url: jdbc:postgresql://192.168.10.10:5432/security_enterprise
username: renren

password: 123456

2) BquartzlfiL B 15 5., quartzFiL B U scheduleConfig.java , FTJFVER, W1 NAR:

//PostgreSQLEIRE, 2] IT ILIERE
prop.put("org.quartz.jobStore.driverDelegateClass", "org.quartz.impl.jdbcjobstore.PostgreSQLD
elegate");

3) #4447 db/postgresql.sql, QIR ZAIGACEIE, G 3050 H B ]

23



FIE B A IR SR

3.1 ZHIRIENCE
3.2 Z AR AE
3.3 YR L Ui

24



3.1 ZHIRVRNCE

ZHARIRI N 5, B 2 AN RS IR O, iR R SEB 2 AN s e, R 2R

fifi FH 22 B R
# PR S, 250 e 046 F R oL
select * from db.table;

#HHF, doNEIEES, table NEdhEER 4

1) 76 75 B 2 $ 5957 H Apom.xml HL, 5| Arenren-dynamic-datasource.jar, #1 R Fi7s:

<dependency>
<groupId>io.renren</groupId>
<artifactId>renren-dynamic-datasource</artifactId>
<version>2.0.0</version>

</dependency>

2) LB ZHFRIR, WRRAF RKIAEE, MBI application-dev.xml , UIFFTR

#Z BRI E
dynamic:
datasource:
slavel:
driver-class-name: com.microsoft.sqlserver.jdbc.SQLServerDriver
url: jdbc:sqlserver://192.168.10.10:1433;DatabaseName=security_enterprise
username: sa
password: 123456
slave2:
driver-class-name: org.postgresql.Driver
url: jdbc:postgresql://192.168.10.10:5432/security_enterprise
username: postgres
password: 123456

25



3.2 2 HHE IR i A

2HPRIRIE A, A EServiceZs . 777k LS in@DataSource("")yEAERI AT, bLinfeds BT

@DataSource("userDB")iEfif, MR~ ZService /774 R ITACURD, #847E userDB iR EHAT .

1) 2 B AR A A

o SCHRETEServiceZSEN VA L, BNINZ B IR 17 i @DataSource
o 7EServiceZs LRIl T @DataSourceiyEfif, WIZZE FHIFTE ik, #B2f# FH@DataSourcebriE i EHE IH
o fEServiceZS. J7ik FHRVRIN T @DataSourceiE:filt, W51k MV 478 75 ServiceZS b HIVE AR

2) %% 5 DynamicDataSourceTestService.java, li 2 £ I8 & 5%

package io.renren.service;

import
import
import
import
import

import

/**

io.renren.commons.dynamic.datasource.annotation.DataSource;
io.renren.dao.SysUserDao;

io.renren.entity.SysUserEntity;
org.springframework.beans.factory.annotation.Autowired;
org.springframework.stereotype.Service;
org.springframework.transaction.annotation.Transactional;

* A2 AR s

*

* @author Mark sunlightcs@gmail.com

*/

@Service
//@DataSource("slavel”) ZEIEIH4 RN E

public

class DynamicDataSourceTestService {

@Autowired
private SysUserDao sysUserDao;

@Transactional

public void updateUser {

SysUserEntity user = new SysUserEntity();
user.setUserId(id);
user.setMobile("13500000000") ;
sysUserDao.updateById(user);

}

@Transactional

@DataSource("slavel™)

public void updateUserBySlavel {
SysUserEntity user = new SysUserEntity();
user.setUserId(id);
user.setMobile("13500000001");
sysUserDao.updateById(user);

}

26



@DataSource("slave2")

@Transactional

public void updateUserBySlave2 {
SysUserEntity user = new SysUserEntity();
user.setUserId(id);
user.setMobile("13500000002");
sysUserDao.updateById(user);

/ /MR F 5%
int i = 1/0;

3) B17MiA2EDynamicDataSourceTest.java, B[V AR 2 B I & 2 552 £ 200
package io.renren.service;

import org.junit.Test;

import org.junit.runner.RunWith;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.boot.test.context.SpringBootTest;
import org.springframework.test.context.junit4.SpringRunner;

R
* 22 AR R
*
* @author Mark sunlightcs@gmail.com
*/
@RunWith(SpringRunner.class)
@SpringBootTest
public class DynamicDataSourceTest {
@Autowired
private DynamicDataSourceTestService dynamicDataSourceTestService;

@Test
public void test(){
Long id = 1L;

dynamicDataSourceTestService.updateUser(id);
dynamicDataSourceTestService.updateUserBySlavel(id);
dynamicDataSourceTestService.updateUserBySlave2(id);

3) 1, @patasource("slavel") . @DataSource("slave2") B[ slavel . slave2 {H, f&7Eapplication-
devxml BCE M, W NFR:

dynamic:
datasource:
slavel:

27



driver-class-name: com.microsoft.sqlserver.jdbc.SQLServerDriver
url: jdbc:sqlserver://localhost:1433;DatabaseName=security_enterprise
username: sa
password: 123456
slave2:
driver-class-name: org.postgresql.Driver
url: jdbc:postgresql://localhost:5432/security_enterprise
username: renren
password: 123456

28



3.3 Vg i

1) 5E X ZBERIRVEM S @DataSource, 2GRN, R FHEService /7% ¥R In@DataSourced: fif B AT

import java.lang.annotation.*;

/**
* 2R R
*
* @author Mark sunlightcs@gmail.com
*/
@Target({ElementType.METHOD, ElementType.TYPE})
@Retention(RetentionPolicy.RUNTIME)
@Documented
@Inherited
public @interface DataSource {
String value() default "";

2) & S BE YR BRI R s

/**
* AR
*
* @author Mark sunlightcs@gmail.com
*/
public class DataSourceProperties {
private String driverClassName;
private String url;
private String username;

private String password;

/**
* DruidZRiS3
*/
private int initialSize = 2;
private int maxActive = 10;
private int minIdle = -1;
private long maxWait = 60 * 1000L;
private long timeBetweenEvictionRunsMillis = 60 * 1000L;
private long minEvictableIdleTimeMillis = 1000L * 60L * 30L;
private long maxEvictableIdleTimeMillis = 1000L * 60L * 60L * 7;
private String validationQuery = "select 1";
private int validationQueryTimeout = -1;
private boolean testOnBorrow = false;
private boolean testOnReturn = false;
private boolean testWhileIdle = true;
private boolean poolPreparedStatements = false;

29



private int maxOpenPreparedStatements = -1;
private boolean sharePreparedStatements = false;
private String filters = "stat,wall";

public String getDriverClassName() {
return driverClassName;

public void setDriverClassName(String driverClassName) {
this.driverClassName = driverClassName;

public String getUrl() {
return url;

public void setUrl(String url) {
this.url = url;

public String getUsername() {

return username;

public void setUsername(String username) {

this.username = username;

public String getPassword() {
return password;

public void setPassword(String password) {

this.password = password;

public int getInitialSize() {

return initialSize;

public void setInitialSize(int initialSize) {

this.initialSize = initialSize;

public int getMaxActive() {

return maxActive;

public void setMaxActive(int maxActive) {

this.maxActive = maxActive;
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public int getMinIdle() {
return minIdle;

public void setMinIdle(int minIdle) {
this.minIdle = minIdle;

public long getMaxWait() {
return maxWait;

public void setMaxWait(long maxWait) {
this.maxWait = maxWait;

public long getTimeBetweenEvictionRunsMillis() {
return timeBetweenEvictionRunsMillis;

public void setTimeBetweenEvictionRunsMillis(long timeBetweenEvictionRunsMillis) {

this.timeBetweenEvictionRunsMillis = timeBetweenEvictionRunsMillis;

public long getMinEvictableIdleTimeMillis() {
return minEvictableIdleTimeMillis;

public void setMinEvictableIdleTimeMillis(long minEvictableIdleTimeMillis) {
this.minEvictableIdleTimeMillis = minEvictableIdleTimeMillis;

public long getMaxEvictableIdleTimeMillis() {
return maxEvictableIdleTimeMillis;

public void setMaxEvictableIdleTimeMillis(long maxEvictableIdleTimeMillis) {
this.maxEvictableIdleTimeMillis = maxEvictableIdleTimeMillis;

public String getValidationQuery() {
return validationQuery;

public void setValidationQuery(String validationQuery) {
this.validationQuery = validationQuery;

public int getValidationQueryTimeout() {
return validationQueryTimeout;
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public void setValidationQueryTimeout(int validationQueryTimeout) {
this.validationQueryTimeout = validationQueryTimeout;

public boolean isTestOnBorrow() {
return testOnBorrow;

public void setTestOnBorrow(boolean testOnBorrow) {
this.testOnBorrow = testOnBorrow;

public boolean isTestOnReturn() {
return testOnReturn;

public void setTestOnReturn(boolean testOnReturn) {
this.testOnReturn = testOnReturn;

public boolean isTestWhileIdle() {
return testWhileIdle;

public void setTestWhileIdle(boolean testWhileIdle) {
this.testWhileIdle = testWhileIdle;

public boolean isPoolPreparedStatements() {
return poolPreparedStatements;

public void setPoolPreparedStatements(boolean poolPreparedStatements) {
this.poolPreparedStatements = poolPreparedStatements;

public int getMaxOpenPreparedStatements() {
return maxOpenPreparedStatements;

public void setMaxOpenPreparedStatements(int maxOpenPreparedStatements) {
this.maxOpenPreparedStatements = maxOpenPreparedStatements;

public boolean isSharePreparedStatements() {

return sharePreparedStatements;

public void setSharePreparedStatements(boolean sharePreparedStatements) {

this.sharePreparedStatements = sharePreparedStatements;
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public String getFilters() {
return filters;

public void setFilters(String filters) {
this.filters = filters;

import org.springframework.boot.context.properties.ConfigurationProperties;

import java.util.lLinkedHashMap;
import java.util.Map;

/**
* 2RV L
*
* @author Mark sunlightcs@gmail.com
*/
@ConfigurationProperties(prefix = "dynamic")
public class DynamicDataSourceProperties {
private Map<String, DataSourceProperties> datasource = new LinkedHashMap<>();

public Map<String, DataSourceProperties> getDatasource() {
return datasource;

public void setDatasource(Map<String, DataSourceProperties> datasource) {

this.datasource = datasource;

3) ¥ J& Spring ] AbstractRoutingDataSourceffi . 3§,  AbstractRoutingDataSource ! il 5 77 i%
determineCurrentLookupKey & 523 2 H IR 1 i% 0, FEX0Z 7547 Override, 40 F Ffios:

import org.springframework.jdbc.datasource.lookup.AbstractRoutingDataSource;

/**
* ZHHRIR
*
* @author Mark sunlightcs@gmail.com
*/

public class DynamicDataSource extends AbstractRoutingDataSource {
@Override

protected Object determineCurrentLookupKey() {
return DynamicContextHolder.peek();
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4) ZHHEIR £

/**
* LHRIE LT
*
* @author Mark sunlightcs@gmail.com
*/
public class DynamicContextHolder {
@SuppressWarnings("unchecked")
private static final ThreadlLocal<Deque<String>> CONTEXT_HOLDER = new ThreadlLocal() {
@Override
protected Object initialValue() {
return new ArrayDeque();

};

/**
o A A
*
* @return FAEIRL TR
*/
public static String peek() {
return CONTEXT_HOLDER.get().peek();

/**
* BE AT R AR IR
*
* @param dataSource FHEVFAHR
*/
public static void push(String dataSource) {
CONTEXT_HOLDER.get().push(dataSource);

}

/**

A SRR
*/

public static void poll() {
Deque<String> deque = CONTEXT_HOLDER.get();
deque.poll();
if (deque.isEmpty()) {
CONTEXT_HOLDER.remove();

5) BCE Z BRI, W R:
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import com.alibaba.druid.pool.DruidDataSource;

import io.renren.commons.dynamic.datasource.properties.DataSourceProperties;

import io.renren.commons.dynamic.datasource.properties.DynamicDataSourceProperties;
import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.boot.context.properties.ConfigurationProperties;

import org.springframework.boot.context.properties.EnableConfigurationProperties;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import java.util.HashMap;
import java.util.Map;

/**
* L E 2 BRI
*
* @author Mark sunlightcs@gmail.com
*/
@Configuration
@EnableConfigurationProperties(DynamicDataSourceProperties.class)
public class DynamicDataSourceConfig {
@Autowired
private DynamicDataSourceProperties properties;

@Bean
@ConfigurationProperties(prefix = "spring.datasource.druid")
public DataSourceProperties dataSourceProperties {

return new DataSourceProperties();

)
/ /A yDynamicDataSourcese 4k & S AbstractRoutingDataSource, TMAbstractRoutingDataSource S &4k
/K TAbstractDataSource, AbstractDataSources:dl T 4i—DataSource%[1, fifLlDynamicDataSourcett ]

PL&4ffiDataSourcefii
@Bean
public DynamicDataSource dynamicDataSource {
DynamicDataSource dynamicDataSource = new DynamicDataSource();
dynamicDataSource.setTargetDataSources(getDynamicDataSource());

VL NN ER

DruidDataSource defaultDataSource = DynamicDataSourceFactory.buildDruidDataSource(dat
aSourceProperties);

dynamicDataSource.setDefaultTargetDataSource(defaultDataSource);

return dynamicDataSource;

private Map<Object, Object> getDynamicDataSource(){
Map<Object, Object> targetDataSources = new HashMap<>();
properties.getDatasource().forEach((k, v) -> {
DruidDataSource druidDataSource = DynamicDataSourceFactory.buildDruidDataSource(v
)s
targetDataSources.put(k, druidDataSource);

3
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return targetDataSources;

import com.alibaba.druid.pool.DruidDataSource;

import io.renren.commons.dynamic.datasource.properties.DataSourceProperties;

import java.sql.SQLException;

public class

public static DruidDataSource {

DruidDataSource

druidDataSource.

druidDataSource

druidDataSource.
druidDataSource.

druidDataSource.
druidDataSource.

druidDataSource

druidDataSource.
druidDataSource.

sMillis());

sO));

sO));

))s

druidDataSource.

druidDataSource

druidDataSource.

druidDataSource

druidDataSource.
druidDataSource.

druidDataSource

druidDataSource.

druidDataSource

try {

druidDataSource = new DruidDataSource();
setDriverClassName(properties.getDriverClassName());

.setUrl(properties.getUrl());

setUsername(properties.getUsername());
setPassword(properties.getPassword());

setInitialSize(properties.getInitialSize());
setMaxActive(properties.getMaxActive());

.setMinIdle(properties.getMinIdle());

setMaxWait (properties.getMaxWait());
setTimeBetweenEvictionRunsMillis(properties.getTimeBetweenEvictionRun

setMinEvictableIdleTimeMillis(properties.getMinEvictableIdleTimeMilli

.setMaxEvictableIdleTimeMillis(properties.getMaxEvictableIdleTimeMilli

setValidationQuery(properties.getValidationQuery());

.setValidationQueryTimeout (properties.getValidationQueryTimeout());

setTestOnBorrow(properties.isTestOnBorrow());
setTestOnReturn(properties.isTestOnReturn());

.setPoolPreparedStatements(properties.isPoolPreparedStatements());

setMaxOpenPreparedStatements(properties.getMaxOpenPreparedStatements(

.setSharePreparedStatements(properties.isSharePreparedStatements());

druidDataSource.setFilters(properties.getFilters());

druidDataSource.init();
} catch (SQLException e) {
e.printStackTrace();
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}

return druidDataSource;

5) @DataSourceyE i VI AL, AT 0 A

import io.renren.commons.dynamic.datasource.annotation.DataSource;
import io.renren.commons.dynamic.datasource.config.DynamicContextHolder;
import org.aspectj.lang.ProceedingJoinPoint;

import org.aspectj.lang.annotation.Around;

import org.aspectj.lang.annotation.Aspect;

import org.aspectj.lang.annotation.Pointcut;

import org.aspectj.lang.reflect.MethodSignature;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.core.Ordered;

import org.springframework.core.annotation.Order;

import org.springframework.stereotype.Component;

import java.lang.reflect.Method;

J**
* ZEHRIR, DT AR
o
* @author Mark sunlightcs@gmail.com
*/
@Aspect
@Component
@0rder (Ordered.HIGHEST PRECEDENCE)
public class DataSourceAspect {
protected Logger logger = LoggerFactory.getlLogger(getClass());

@Pointcut("@annotation(io.renren.commons.dynamic.datasource.annotation.DataSource) " +
"|| @within(io.renren.commons.dynamic.datasource.annotation.DataSource)")

public void dataSourcePointCut() {

@Around("dataSourcePointCut()")

public Object around throws Throwable {
MethodSignature signature = (MethodSignature) point.getSignature();
Class targetClass = point.getTarget().getClass();
Method method = signature.getMethod();

DataSource targetDataSource

(DataSource)targetClass.getAnnotation(DataSource.class)

DataSource methodDataSource = method.getAnnotation(DataSource.class);
if(targetDataSource != null || methodDataSource != null){
String value;
if(methodDataSource != null){
value = methodDataSource.value();
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}else {
value = targetDataSource.value();

DynamicContextHolder.push(value);
logger.debug("set datasource is {}", value);

try {
return point.proceed();

} finally {
DynamicContextHolder.poll();
logger.debug("clean datasource");
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4.2 Swagger{# /1]
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4.4 Hibernate Validator{#
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4.1 Spring MVC/i [

%} Spring MVCA KGRI, 7 23 fi# Spring MVCH IR, W7 (0 B EHEE a8, % FHrE M~
FT7m:

4.1.1 @Controlleryi: fi#

@Controller{E MR Y] T — NI NIEHIA I M AL . Spring N ESRARE QAR MTIEHIZR LSS, HA
FORIRE D ServIet KA EAPL. 248, WIERVRT Z AU AT UL 248 AL AT 5 Servieth R K451 .

@Controller

public class UserController {
N coc

}

4.1.2 @RequestMapping/7: fi#

AT LA FH @RequestMappingiE ARSI 5 R URL,  fil/userds, Wi B H8AN F i 3N S (A0 3 28 7775 b

—RRUL, REANEMR A TR — M E (B G EAED 1015 SRR W B — ANkl e b, FriEe oy
TR iR A b e, BARBEAR 2 MHTTPIE R 757k (GET. POST/7ik%%) . HTTPIE R 2 B4 ks
TE SRS, RIS B ISR 7

@Controller
public class UserController {

@RequestMapping("/user")
public String user() {

return "user";

}

PL_EARTG A F8 58 15 SR L GET T B £ PUT/POSTE HiAth 77322, @RequestMappingiE i BRI\ WL FT
FIHTTPIE R 7%, A RAREE A i R 5, TETEE AR+ $E 2 Z @RequestMapping(path = "/user", method
= RequestMethod.GET) A% /NEF

4.1.3 @PathVariablej¥: fi#

£ Spring MVCH R AT LLTE 777823 _b{# Hl @PathVariableyEfi#, K H 5 URIE b P 0S50 @ ek, iR it
N

@RequestMapping(path="/user/{userId}", method=RequestMethod.GET)
public String userCenter "userId") String userId, Model model) {

UserDTO user = userService.get(userId);
model.addAttribute("user", user);
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return "userCenter";

URIBEAR "/user/{userld }"$8 & T — M 4 Nuserld.  244& il 27 AL I IX ANE 3R FIAT%,  userld AE B & # URIHR
B A S R TR e . bhanid, Wi SRiE SR URDE/userld/1, BEAS AR Bruserld (B B2 1.

4.1.4 @GetMappingl¥: fift

@GetMapping;& — MHAVFEME, & @RequestMapping(method = RequestMethod. GET)HI45 5 . 1%+ K HTTP
GETHL ST 245 2 IO AL PR U5 v . 7] BAH F] @ GetMapping("/user") R AL B
@RequestMapping(path="/user",method= RequestMethod.GET). &4 @PostMapping. @PutMapping-
@DeleteMapping =% [F] 2 .

4.1.5 @RequestBody+ fi#

ZVEM A T3 EURequestid K [ body 3B 4r £ s, % H RS BUARE B K HitpMessageConverter 3t 17 i HT, SR 518
AH R B B 4 B ELR B i3t &, FHEHttpMessageConverteri [B] [ 5 % 4 45 %2 2l Controller s J7 V% 1) 2
Bk

@Controller

public class UserController {

@GetMapping("/user™)
public String user {
N ooc

return "user";

4.1.6 @ResponseBodyE fif

%I AR T4 Controller 1) 77 V23R [Bl (0T 5, 18IS 4 [ HttpMessageConverter % # A fa w i G, B AZ
ResponseXt % fbody ¥4 X L ANZREXISONE#E, Ml @ResponseBody /)5, 2 E4%iR[EIJSONEHE, MA L
B AT AL o

@Controller

public class UserController {

@ResponseBody

@GetMapping("/user/{userId}")

public User info "userId") String userId) {
UserDTO user = userService.get(userId);

return user;
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4.1.7 @RestControlleri: fi#

@RestControllers& —MHAVFf#, Bl@Controller + @ResponseBody 20 &iF i, 15R5E/E, iR EIJSON%L
o
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4.2 Swagger i ]

Swagger /& — MR Swaggerv M, BV AT A B N SRR AR 55

4.2.1 $& 7 Swaggerif 1%

o fEpom.xml32F R Inswaggerl ek H, R s

<dependency>
<groupId>io.springfox</groupld>
<artifactId>springfox-swagger2</artifactId>
<version>${springfox-version}</version>
</dependency>
<dependency>
<groupId>io.springfox</groupIld>
<artifactId>springfox-swagger-ui</artifactId>
<version>${springfox-version}</version>
</dependency>

e %i'5 Swagger[f]Configurationfit & 31, W1 F fin:

import io.swagger.annotations.ApiOperation;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.web.servlet.config.annotation.ResourceHandlerRegistry;
import org.springframework.web.servlet.config.annotation.WebMvcConfigurer;
import springfox.documentation.builders.ApiInfoBuilder;

import springfox.documentation.builders.PathSelectors;

import springfox.documentation.builders.RequestHandlerSelectors;

import springfox.documentation.service.Apilnfo;

import springfox.documentation.service.ApiKey;

import springfox.documentation.spi.DocumentationType;

import springfox.documentation.spring.web.plugins.Docket;

import springfox.documentation.swagger2.annotations.EnableSwagger2;

import java.util.List;
import static com.google.common.collect.Lists.newArrayList;

@Configuration
@EnableSwagger2

public class SwaggerConfig implements WebMvcConfigurer {

@Bean
public Docket createRestApi {
return new Docket(DocumentationType.SWAGGER_2)
.apiInfo(apiInfo())
.select()
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//nT ApiOperationyEffZs, A A plid O3k
.apis(RequestHandlerSelectors.withMethodAnnotation(ApiOperation.class))
//io.renren.controllerfl NS, 74 aidE 1 SCRY
//.apis(RequestHandlerSelectors.basePackage("io.renren.controller"))
.paths(PathSelectors.any())

.build()

.directModelSubstitute(java.util.Date.class, String.class);

private ApiInfo apiInfo() {
return new ApiInfoBuilder()
Ltitle(" A ATFUE™)
.description(" A AFFUEE T 0RS ™)
.termsOfServiceUrl("https://www.renren.io/community")
.version("1.0.0")
.build();

4.2.2 Swagger i 13- filt
o @ApIEMRTES L, WHIZRAIER. nLIFRid—ControllerZ i swagger A I, 1R Fs:

@Api(tags="H/ " H")
@RestController

public class UserController {

o @ApiOperationyEff FH7E i B, WHZTVERER, W R:

@Api(tags="Jil)"EH")
@RestController
public class UserController {

@GetMapping("/user/list")
@ApiOperation("41#")
public List<UserDTO> list(){
List<UserDTO> list = userService.list();
return list;

o @ApiParam{T i FHETESH L, W NIIR:

@Api(tags="J1/"EEL")
@RestController

public class UserController {
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@GetMapping("/user/list™)
@ApiOperation("7l#")
public List<UserDTO> list

List<UserDTO> list = userService.list();

return list;

Mz true) String username){

o @ApilmplicitParamsi¥:fi FHE 7% b, FEMT —HSEU

e @ApilmplicitParami¥: fi# ] £ @ ApilmplicitParamsi: i i, $& & — MERSEHIEE, W THR:

@GetMapping(“page")
@ApiOperation("/; ")
@ApiImplicitParams({
@ApiImplicitParam(name
ired = true, dataType="int") ,
@ApiImplicitParam(name
ed = true, dataType="int") ,
@ApiImplicitParam(name
ype="String") ,
@ApiImplicitParam(name
uery", dataType="String") ,
@ApiImplicitParam(name
String")
)

"page", value =

"limit", value

"order_field",

"order", value

"username", val

Ly

YETTRY, AAJFAG", paramType = "query", requ

= "REULELR LS, paramType = "query",requir

value = "ff/77E", paramType = "query", dataT

n

= "Hep s, AlikfE (asc. desc)", paramType = "q

ue = "H}'4", paramType = "query", dataType="

public Result<PageData<SysUserDTO>> page(@ApiIgnore @RequestParam Map<String, Object> par

ams ) {

PageData<SysUserDTO> page

= sysUserServi

ce.page(params);

return new Result<PageData<SysUserDTO>>().ok(page);

o @Apilgnoreitfi#, WHIT I, kS8 b, FORESwaggerik LU, RIS, THASSHL
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4.3 Mybatis-plus/s H
o TEIH [Mpom.xml B 5] AAKH, W Fiw:

<dependency>
<groupId>com.baomidou</groupId>
<artifactId>mybatis-plus-boot-starter</artifactId>
<version>${mybatisplus.version}</version>
</dependency>

o fEymlIfit & CfF B, B & mybatis-plus, U1 is:

mybatis-plus:
mapper-locations: classpath*:/mapper/**/*.xml
#SLRFH, £ package g 5 B #E 4> 5 43K
typeAliasesPackage: io.renren.modules.*.entity
global-config:
#HAR AR E
db-config:
#EEIH AUTO:"BIEZEIDE S ", INPUT: " 4 AID", ID_WORKER: "4 fiME—ID (¥rywkAmE—1ID)"
, UUID:"4:JRME—ID UUID";
id-type: AUTO
#FBORMG TGNORED: " ZM& Wi ,NOT_NULL: "3E NULL HJIi"),NOT_EMPTY: k2= F "
field-strategy: NOT_NULL
HURIE TN R A e
column-underline: true
logic-delete-value: -1
logic-not-delete-value: ©
banner: false
#R AN E
configuration:
map-underscore-to-camel-case: true
cache-enabled: false
call-setters-on-nulls: true
jdbc-type-for-null: 'null’
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4.4 Hibernate Validator/{#

B MRS http://docs.jboss.org/hibernate/validator/6.0/reference/en-US/html_single/

o JE X T HZKValidatorUtils, HICFFEFRML, HIT2050H P 5258 %, s pos:
public class ValidatorUtils {

private static ResourceBundleMessageSource getMessageSource {

ResourceBundleMessageSource bundleMessageSource = new ResourceBundleMessageSource()

bundleMessageSource.setDefaultEncoding("UTF-8");
bundleMessageSource.setBasenames("i118n/validation");

return bundleMessageSource;

}

/**

* RSB

* @param object (BRETITES
* @param groups R (1) 20
*/

public static void validateEntity
throws RenException {
Locale.setDefault(LocaleContextHolder.getlLocale());
Validator validator = Validation.byDefaultProvider().configure().messagelInterpolato
r(
new ResourceBundleMessageInterpolator(new MessageSourceResourceBundlelLocato
r(getMessageSource())))
.buildvalidatorFactory().getValidator();

Set<ConstraintViolation<Object>> constraintViolations = validator.validate(object,
groups);
if (!lconstraintViolations.isEmpty()) {

ConstraintViolation<Object> constraint = constraintViolations.iterator().next()

throw new RenException(constraint.getMessage());

o fH 77 AR R

public class SysUserDTO implements Serializable {
private static final long serialVersionUID = 1L;

@Null(message="{id.null}", groups = AddGroup.class)

@NotBlank(message="{id.require}", groups = UpdateGroup.class)
private String id;
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http://docs.jboss.org/hibernate/validator/6.0/reference/en-US/html_single/

@NotBlank(message="{sysuser.username.require}", groups

DefaultGroup.class)
private String username;

@JsonProperty(access = JsonProperty.Access.WRITE_ONLY)
@NotBlank(message="{sysuser.password.require}", groups

AddGroup.class)
private String password;

@NotBlank(message="{sysuser.realname.require}", groups = DefaultGroup.class)

private String realName;

private String headUrl;

@Range(min=0, max=2, message = "{sysuser.gender.range}", groups = DefaultGroup.class)
private Integer gender;

@NotBlank(message="{sysuser.email.require}", groups = DefaultGroup.class)
@Email(message="{sysuser.email.error}", groups = DefaultGroup.class)

private String email;

@NotBlank(message="{sysuser.mobile.require}", groups

DefaultGroup.class)
private String mobile;

@NotBlank(message="{sysuser.deptId.require}", groups

DefaultGroup.class)
private String deptId;

@Range(min=0, max=1, message = "{sysuser.superadmin.range}", groups = DefaultGroup.class)
private Integer superAdmin;

@Range(min=0, max=1, message = "{sysuser.status.range}", groups = DefaultGroup.class)
private Integer status;

private String remark;

private Date createDate;

@PostMapping
public Result save {
/ 1 3R
ValidatorUtils.validateEntity(dto, AddGroup.class, DefaultGroup.class);

sysUserService.save(dto);
return new Result();
@PutMapping
public Result update {

/138 B,
ValidatorUtils.validateEntity(dto, UpdateGroup.class, DefaultGroup.class);
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sysUserService.update(dto);

return new Result();

B AT B AR, FATRE f#Hibernate ValidatorfG IS HEZE KM A . Hh # DefaultGroup.classty iR F J&
P, FoRRERBSH R, #E%E; MmitAddGroup.classtr iR BT, Fom RERGEH R, 42856
JEME, WEURUL, BSH R, RTFNT.

TEFRBERIEHEIAE, IS ValidatorUtils.validateEntity(dto, UpdateGroup.class, DefaultGroup.class)&f)
A, FoRisdoxt &, #UpdateGroup.class. DefaultGroup.classkriR (7B, Hoth 7 BOR RS

o MIHRRSCFFE PR L, TG HANTE S, RS R E BRSO EIET, AR Brs

#validation_common_zh_CN.properties
sysuser.username.require= /7 & R HEHTE
sysuser.password. require=%H4 R HE A%
sysuser.realname.require=& RN
sysuser.gender. range="74 7| B {f i FEl 0~ 2
sysuser.email.require=HiFH A RE A7
sysuser.email.error=HE#Hk A E
sysuser.mobile.require=T-HL 5 RAE %
sysuser.deptId.require=#B 1R EENS
sysuser.superadmin.range=#2¢E B 7 BUHE T F o~1
sysuser.status.range={RA&HUE E Flo~1
sysuser.captcha.require=5iFi% A hE NS
sysuser.uuid.require=Mi—+RiRARE AT

#validation_common_en_US.properties
sysuser.username.require=The username cannot be empty
sysuser.password.require=The password cannot be empty
sysuser.realname.require=The realname cannot be empty
sysuser.gender.range=Gender ranges from @ to 2
sysuser.email.require=Mailbox cannot be empty
sysuser.email.error=Incorrect email format
sysuser.mobile.require=The phone number cannot be empty
sysuser.deptId.require=Departments cannot be empty
sysuser.superadmin.range=Super administrator values range from @ to 1
sysuser.status.range=State ranges from 0 to 1
sysuser.captcha.require=The captcha cannot be empty
sysuser.uuid.require=The unique identifier cannot be empty
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5.1 75 >R Ui BH
5.2 AR A i 2
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5.1 7 >R 15 Af
FATRZER AT WP I, 1200 MEEDhaE, SGRUWHMATERE T & H S rkSs TR,

o AT —A i W& tb_goods, KA Fris:

CREATE TABLE tb_goods (

id bigint NOT NULL COMMENT 'F&fhID',
name varchar(50) COMMENT i ',
intro varchar(500) COMMENT '/41',
price int COMMENT 'fir#%',

num int COMMENT '#(&',

creator bigint COMMENT '@ ",
create_date datetime COMMENT '@lZEmf[E]",

PRIMARY KEY (id)
) ENGINE=InnoDB DEFAULT CHARSET=utf8 COMMENT='pi il s’ ;
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5.2 XA Al as

o AR AT, TAVEKE NMULARSSECE, BHEMLZEEN, 7/ renren-generatorfbiiit
(I B S {1 generator.properties, 1T ffx:

#AD A S, BLEGR

mainPath=io.renren

#0.4
package=io.renren.modules
moduleName=demo

#E¥H

author=Mark

#Email
email=sunlightcs@gmail.com
#RHT (RE A OERAHK)
tablePrefix=tb_

#RMEAR, WERFL
tinyint=Integer
smallint=Integer
mediumint=Integer
int=Integer
integer=Integer
bigint=Long
float=Float
double=Double
decimal=BigDecimal
bit=Boolean

char=String
varchar=String
tinytext=String
text=String
mediumtext=String
longtext=String

date=Date
datetime=Date
timestamp=Date

NUMBER=Integer
INT=Integer
INTEGER=Integer
BINARY_INTEGER=Integer
LONG=String
FLOAT=Float
BINARY_FLOAT=Float

52



DOUBLE=Double
BINARY_DOUBLE=Double
DECIMAL=BigDecimal
CHAR=String
VARCHAR=String
VARCHAR2=String
NVARCHAR=String
NVARCHAR2=String
CLOB=String
BLOB=String
DATE=Date
DATETIME=Date
TIMESTAMP=Date
TIMESTAMP(6)=Date

int8=Long
int4=Integer
int2=Integer

numeric=BigDecimal

FHEMERE S, TURESA . EHRER RITH. BRAR, RUEHREEE. Kb, RUEHZR,
MySQLH (128 5 JavaBean 11 (28 Y, 2B A — DX RIR R WIRA AR, o] G177
generator.properties L/ A T

o JiF Hrenren-generatorfi i [fjapplication.yml it & 4, FATREBUEIRES . K-S %65, Harkl
To Hh, HAREARIRRA IR, BT AR .

# Tomcat
server:
port: 8082
servlet:
context-path: /renren-generator

spring:
datasource:
type: com.alibaba.druid.pool.DruidDataSource
#MySQLAL &
driverClassName: com.mysql.jdbc.Driver
url: jdbc:mysql://localhost:3306/security_enterprise?useUnicode=true&characterkEncoding=UT
F-8&useSSL=false
username: renren
password: 123456
#oraclefii &

# driverClassName: oracle.jdbc.OracleDriver
# url: jdbc:oracle:thin:@192.168.10.10:1521:renren
# username: renren
# password: 123456
#SQLServerfit &
# driverClassName: com.microsoft.sqglserver.jdbc.SQLServerDriver
# url: jdbc:sqlserver://192.168.10.10:1433;DatabaseName=security_enterprise
# username: sa
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# password: 123456
#PostgreSQLAL &
# driverClassName: org.postgresql.Driver
# url: jdbc:postgresql://192.168.10.10:5432/security_enterprise
# username: renren
# password: 123456
jackson:
time-zone: GMT+8
date-format: yyyy-MM-dd HH:mm:ss
resources:
static-locations: classpath:/static/,classpath:/views/
mybatis:
mapperLocations: classpath:mapper/**/*.xml
pagehelper:

reasonable: true
supportMethodsArguments: true
params: count=countSql

#HEEBIEE, TikfEA [mysql. oracle. sqlserver. postgresqll
renren:
database: mysql

o TEH4fE FEsecurity_enterprise”’, HATE#KIEH], fl#itb_goods®, FfJ53renren-generatoriH, 1T
GeneratorApplication.javalmain /7 2 B 7]

o LiH Vi #&4%: hitp:/localhost:8082/renren-generator

o TEDNYE A LA AT H bk, W0F PR

AARTBEERER = REmET ¥IEEE & AR

A B - renren-security

9 [oRe = | ]

+ renren-security o =& Engine =EE SlERRIE
1 O sys dict InnoDB Freasay 2018-01-27 15:21:56
2 O tb_goods InnoDB HREE 2018-01-24 22:39:11
3 O tb_user InnoDB e 2018-01-14 20:58:35
4 O tb_token InnoDB FAFToken 2018-01-14 20:58:34
5 O qrtz_scheduler_state InnoDB 2018-01-07 20:58:45
6 O qriz_locks InnoDB 2018-01-07 20:58:45
7 0O qrz_job_details InnoDB 2018-01-07 20:58:45
s O qrtz_paused_trigger_grps InnoDB 2018-01-07 20:58:45
9 U grtz_triggers InnoDB 2018-01-07 20:58:45
100 qrtz_fired_triggers InnoDB 2018-01-07 20:58:45

1 H3IT W» N 10 v 1-10 #27%

o WATA T Aikth_goods, sidi [AEMACHSY #2H], AT A AR RACHS, WK o
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http://localhost:8082/renren-generator

AARFBEERLRE = REMRET

A =R - remen-security
. 2 DR
& RFEAERES 3 S = g : SR
= | |REZLel |«
f =HE
o renren-security O == Engine =T BlEERE
AR E W4, Sk
1 O sys dict : InnoDB HiETE 2018-01-27 15:21:56
2 th_goods / InnoDB TR 2018-01-24 22:39:11
3 O tb_user AT renren.zip * 2018-01-14 20:58:35
4 O tb_token S el 2018-01-14 20:58:34
5 [ qrz_scheduler_state STFSEE: S60F4R ZIP ST (7.6 KB) 2018-01-07 20:58:45
o SEJR:  http//localhost:8082
6 artz_locks B Firefox M 2018-01-07 20:58:45
7 O qtz_job_details @5 BRG] | 3608 @t = 2018-01-07 20:58:45
8 [ qriz_paused trigger_grps O REHE) 2018-01-07 20:58:45
BUS B BIERN BT, (A)
9 O gtz triggers 2018-01-07 20:58:45
10 O qrtz_fired_triggers 2018-01-07 20:58:45
[ B

o WAPRE NAEMKAESEEH, T Ps:

1troller.java
o.java

).java

dd-or-update.vue
s .vue

o ARIFAITIE, FAR 75 7EEE FE security_enterprisef, 4T goods.mysql.sqliFA)(MySQL A ), X
ANSQLAEAE S HI, SQLIBER) U T 7K.

-- SEEYIAESQL

INSERT INTO sys_menu(id, pid, url, permissions, type, icon, sort, creator, create_date, updat
er, update_date)VALUES (1098209998393167873, 1067246875800000002, 'demo/goods', NULL, ©, 'ico
n-desktop', 0, 1067246875800000001, now(), 1067246875800000001, now());

INSERT INTO sys_menu(id, pid, url, permissions, type, icon, sort, creator, create_date, updat
er, update_date) VALUES (1098209998393167874, 1098209998393167873, NULL, 'demo:goods:page,dem
o:goods:info', 1, NULL, ©, 1067246875800000001, now(), 1067246875800000001, now());

INSERT INTO sys_menu(id, pid, url, permissions, type, icon, sort, creator, create_date, updat
er, update_date) VALUES (1098209998393167875, 1098209998393167873, NULL, 'demo:goods:save', 1
, NULL, 1, 1067246875800000001, now(), 1067246875800000001, now());

INSERT INTO sys_menu(id, pid, url, permissions, type, icon, sort, creator, create_date, updat
er, update_date) VALUES (1098209998393167876, 1098209998393167873, NULL, 'demo:goods:update’,
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1, NULL, 2, 1067246875800000001, now(), 1067246875800000001, now());

INSERT INTO sys_menu(id, pid, url, permissions, type, icon, sort, creator, create_date, updat

er, update_date) VALUES (1098209998393167877, 1098209998393167873, NULL,

1, NULL, 3, 1067246875800000001, now(), 1067246875800000001, now());

INSERT INTO sys_menu(id, pid, url, permissions, type, icon, sort, creator, create_date, updat

er, update_date) VALUES (1098209998393167878, 1098209998393167873, NULL,

1, NULL, 4, 1067246875800000001, now(), 1067246875800000001, now());

-- EHEBMEBIEESL

INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167873, 'name', 'FAEFL', 'en-US');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167873, "REAEH, 'zh-CN');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167873, "REAEH, 'zh-TW');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167874, ‘en-US');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167874, 'name’', '&E', 'zh-CN');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167874, 'name’', '&E', 'zh-TW');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167875, 'Add', 'en-US');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167875, 'name', '¥', 'zh-CN');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167875, 'name', '¥i', 'zh-TW');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167876, 'Edit', 'en-US");
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167876, ‘'name', ‘&', 'zh-CN');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167876, ‘'name', ‘&', 'zh-TW');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167877, 'Delete', 'en-US');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167877, 'name', 'MIFR', 'zh-CN');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167877, ‘name', ‘MilF&E', 'zh-TW');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167878, ‘en-US');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167878, 'name', 'SiHi', 'zh-CN');
INSERT INTO sys_language(table_name, table_id, field_name,
s_menu', 1098209998393167878, VEL ) 'zh-TW');

‘name’,
‘name’,

'View',

‘name’,

‘name’,

‘name’,

‘name’,

‘name', 'Export',

‘name’,

o BERR, FRICNIAERM Eum RS, ¥RIIEITH renren-admin &,
Zfirenren-admini H, W1 FNHi7s:
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field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,
field_value,

field_value,

A divue SRS,

'demo:goods:delete’,

'demo:goods:export’,

language) VALUES

language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES
language) VALUES

language) VALUES

AMERTRITH B, 2
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6.1 L e AL B
6.2 HJ5 Ui 70
6.3 T RERLIR Be it
6.4 s AR vt
6.5 HCHE AR AL
6.6 XSSHIA T &
6.7 RedisZZ 7
6.8 i AL FAL
6.9 #1F H &
6.10 JE I AT 55 F B
6.11 APIFH L

6.12 T {EymtsE

F6TE e G o) b
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6.1 T Re AL R

DiH S AP ER, MO, IR, RREE, EMMES. SREH. TIER, b
fe. RGEHE. CEEH, APPERIAEDIRE, ARG, WRATE, EAARBREAZERIIEE S
Me ?

o

T H 25 ¥ I Ee ) 40 1), That SIS A fEmodules H 3% N1, FTLA, AHEZBRIEANTIEE, R FMERmodules
HS MRS RIe]; thtn, ERMESERIMNRG R, BEATEEN, RITEREE, RFEHTU e

o BURL, MIERE A5 K Javas A A SQLICHE,

File Edit Vi

renren-security-pro  Ifg renren-admin

Project -

renren-security-pro

renren-admin

db

o WUR2, MHERAE AR5 Hjs SCAF S U, R B
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2 renren-admin

db

o JWIR3, MIERXRLRL R, R &

i
7= 0 gt B FEE U k= R SAEs R sHas £

Fqrtz_blob_triggers
@qrtzﬁcalendars
Mqrtz_cron_triggers
[ grtz_fired_triggers
@qrtzjobidetails
Mqrtz_locks

[ qrtz_paused_trigger_grps — ERMT R
@qrtzﬁschedulerﬁstate

Fqrtz_simple_triggers
Egrtz_simprop_triggers
@qrtzﬁtriggers
Fschedule_job
@schedulejob_log

Esys_config

Flsys_dept

5z} sys_dict

Hsys log
sys_menu
sys_0ss

Hsys role

Fsys_role_dept

= sys_role_menu

Msys user

Fsys_user_role

= tb_goods

Etb news

o WPRA, MHERXS R, U1 ]
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SpEE

x

v EEHES

SIEOHT

B&FIE

job/schedule

sys:schedule:pag...

sys:schedule:save

sys:schedule:update

sys:schedule:delete

sys:schedule:pause

sys:schedule:resu

sys:schedule:run

sys:schedule:log

BN BB

Xt kS

> T{ErRE

Edl
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sys:oss:all




N2L Sl - .
6.2 7l J5 ¥ 0 S
BT JE i B, T R DL 2 )

1. Wi H AN H3E T session 1, Q[ Z0IE 17 ) 2 ME?
2. UOAATRR AT 1) 2 RSB 2

o HIFURE, —MCEN I tokenSEH, AWiHWE—FE; HP B FEN, 4 dtoken X tokenid HiHS [A],
token5 e —— XN SE R, W FHHE DRI, 10 token i FheaderBiiE RS H T, RS i wit k0iE S U
ERAED, B2FMTAR:

/**

* IO UFRY

*/
@GetMapping(“captcha™)
@ApiOperation(value = "UiFf%", produces="application/octet-stream")
@ApiImplicitParam(paramType = "query", dataType="string", name = "uuid", required = true)
public void captcha throws IOException {

//uuidNfE N %S
AssertUtils.isBlank(uuid, ErrorCode.IDENTIFIER_NOT_NULL);

/1A BB SRR
BufferedImage image = captchaService.create(uuid);

response.setHeader("Cache-Control", "no-store, no-cache");
response.setContentType("image/jpeg");

ServletOutputStream out = response.getOutputStream();
ImageIO.write(image, "jpg", out);

out.close();

@PostMapping(“login")

@ApiOperation(value = "% 3¢")

public Result login {
/ 1 R
ValidatorUtils.validateEntity(login);

/ /3R 2 15 IE T
boolean flag = captchaService.validate(login.getUuid(), login.getCaptcha());
if(!flag){
return new Result().error(ErrorCode.CAPTCHA_ERROR);
}
/PSR

SysUserDTO user = sysUserService.getByUsername(login.getUsername());

SysLoglLoginEntity log = new SysLoglLoginEntity();
log.setOperation(LoginOperationEnum.LOGIN.value());
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log.setCreateDate(new Date());
log.setIp(IpUtils.getIpAddr(request));
log.setUserAgent(request.getHeader (HttpHeaders.USER_AGENT));
log.setIp(IpUtils.getIpAddr(request));

if(user == null){
log.setStatus(LoginStatusEnum.FAIL.value());
log.setCreatorName(login.getUsername());
sysLoglLoginService.save(log);

throw new RenException(ErrorCode.ACCOUNT_PASSWORD_ERROR);

if(!PasswordUtils.matches(login.getPassword(), user.getPassword())){
log.setStatus(LoginStatusEnum.FAIL.value());
log.setCreator(user.getId());
log.setCreatorName(user.getUsername());
sysLoglLoginService.save(log);

throw new RenException(ErrorCode.ACCOUNT_PASSWORD_ERROR);

if(user.getStatus() == UserStatusEnum.DISABLE.value()){
log.setStatus(LoginStatusEnum.LOCK.value());
log.setCreator(user.getId());
log.setCreatorName(user.getUsername());
sysLoglLoginService.save(log);

throw new RenException(ErrorCode.ACCOUNT_DISABLE);

log.setStatus(LoginStatusEnum.SUCCESS.value());
log.setCreator(user.getId());
log.setCreatorName(user.getUsername());
sysLoglLoginService.save(log);

return sysUserTokenService.createToken(user.getId());

o VBN, AL R Mokens, WA {RiFtoken s 25 & FH P ALPRIE 2 JL5KL, shiroffit T
AuthenticatingFilterfi 525, 4k7k AuthenticatingFilterffi Z 2R 1]

SR, PrAER AL T

@Override

protected boolean

{

return false;
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SR, AT IE R, 28 HonAccessDenied /712, onAccessDenied /7 %463k B token, 51/
executeLogin /7%

@Override
protected boolean onAccessDenied(ServletRequest request, ServletResponse response) throws Exc
eption {
//3REUE R token, 1% tokenNETE, HEi%ik[F401
String token = getRequestToken((HttpServletRequest) request);
if(StringUtils.isBlank(token)){
HttpServletResponse httpResponse = (HttpServletResponse) response;
String json = new Gson().toJson(R.error(HttpStatus.SC_UNAUTHORIZED, "invalid token"))

httpResponse.getWriter().print(json);

return false;

return executelLogin(request, response);

/**

* JREGE K I token

*/

private String getRequestToken(HttpServletRequest httpRequest){
//MheaderHi 3kl token
String token = httpRequest.getHeader("token");

[/t headerh ANfEEtoken, M MAZHH3kE token
if(StringUtils.isBlank(token)){
token = httpRequest.getParameter("token");

return token;

GI%3, A3 AuthenticatingFilterdt % 35 FexecuteLogin /775, BHATKIIAF T subject.login(token) , X2
shiro) &7 1%, HFEFHiokenS%, FATH E X OAuth2TokenZs, HEESzH] AuthenticationTokenz I, FhA]
PLY

//AuthenticatingFilterZEd1 17515
protected boolean executelLogin(ServletRequest request, ServletResponse response) throws Excep
tion {
AuthenticationToken token = createToken(request, response);
if (token == null) {
String msg = "createToken method implementation returned null. A valid non-null A
uthenticationToken " +
"must be created in order to execute a login attempt.";
throw new IllegalStateException(msg);
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}

try {
Subject subject = getSubject(request, response);

subject.login(token);

return onLoginSuccess(token, subject, request, response);
} catch (AuthenticationException e) {

return onLoginFailure(token, e, request, response);

//0Auth2FilterZSHiff) 77k, 4k7K T AuthenticatingFilterZs
@Override
protected AuthenticationToken createToken(ServletRequest request, ServletResponse response) t
hrows Exception {
//3REGHE K token
String token = getRequestToken((HttpServletRequest) request);

if(StringUtils.isBlank(token)){

return null;

return new OAuth2Token(token);

//subject.login(token)H ffjtokenXt %, LI AuthenticationToken$% [
public class OAuth2Token implements AuthenticationToken {
private String token;

public OAuth2Token(String token){
this.token = token;

@Override
public String getPrincipal() {

return token;

@Override
public Object getCredentials() {
return token;

w4, E X OAuth2Realm2, Ff4k/K AuthorizingRealm %25, A subject.login(token) K, MI&ifH
doGetAuthenticationInfo /7%, HEAT &

@Override

@Override

protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken token) throws Au
thenticationException {

String accessToken = (String) token.getPrincipal();
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//H¥EaccessToken, Zif)fH /15 B
SysUserTokenEntity tokenEntity = shiroService.getByToken(accessToken);
//tokenkz§
if(tokenEntity == null || tokenEntity.getExpireDate().getTime() < System.currentTimeM
i1lis()){
throw new IncorrectCredentialsException(MessageUtils.getMessage(ErrorCode.TOKEN_I
NVALID));

}

/B E R
SysUserEntity userEntity = shiroService.getUser(tokenEntity.getUserId());

/ /¥ fiUserDetail Xt %
UserDetail userDetail = ConvertUtils.sourceToTarget(userEntity, UserDetail.class);

[ /FRELF P08 T ) HSA AS R
List<Long> deptIdList = shiroService.getDataScopelList(userDetail.getId());
userDetail.setDeptIdList(deptIdList);

/1K S HE
if(userDetail.getStatus() == 0){
throw new LockedAccountException(MessageUtils.getMessage(ErrorCode.ACCOUNT_LOCK))

SimpleAuthenticationInfo info = new SimpleAuthenticationInfo(userDetail, accessToken,
getName());

return info;

BIES, EFRWUS, N HonLoginFailure, #HTRANTE, ARG K

@Override
protected boolean onLoginFailure
{
HttpServletResponse httpResponse = (HttpServletResponse) response;
httpResponse.setContentType("application/json;charset=utf-8");
httpResponse.setHeader("Access-Control-Allow-Credentials"”, "true");
httpResponse.setHeader("Access-Control-Allow-Origin", HttpContextUtils.getOrigin());

try {
/ /RO BRE S R A S
Throwable throwable = e.getCause() == null ? e : e.getCause();

Result r = new Result().error(HttpStatus.SC_UNAUTHORIZED, throwable.getMessage())

String json = new Gson().toJson(r);
httpResponse.getWriter().print(json);
} catch (IOException el) {
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return false;

SLURe, BFI)E, WiHHdoGetAuthorizationInfo 775, WA IR, A EAKED, BARRE

2

@Override
protected AuthorizationInfo doGetAuthorizationInfo {

UserDetail user = (UserDetail)principals.getPrimaryPrincipal();

/1P RUR SR

Set<String> permsSet = shiroService.getUserPermissions(user);
SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();

info.setStringPermissions(permsSet);

return info;
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6.3 ThEEALIR it

BRRAASCHIR A, R B s

BPREE #I1EH | FEEH
id varchar (32)  <pk> id varchar (321  <phk id warchar (32)  <pk>
BRE varchar (600 <{akl> FiBID varchar (32)  <al E®ID wvarchar (32)  <akl>
i varchar (100) i H FBID varchar (500) REEW varchar (50
#iE varchar (50) EARE=E varchar (50} FBURL  warchar (200)
4 varchar (200} HE int 7 tinyint
14 tinyint (4] MFEERID tinyint(d)  <ak FHE varchar (50)
i 7 varchar (100 BIE&E varchar (32) fUIR4F12  warchar (32)
Fil= varchar (20) ek e o HE int (11D
BIIID _ varchar (32) BE varchar (32) WIS AR tinyint (4)  <ak2d
BREER tinyint FEFHAOHE  datetine BI2Z  varchar(32)
RE tinyint (4] BI2AHE datetine <ak3>
i varchar (200) BH&E  wvarchar (32)
WIE#RIR tinvint(d)  <ak2> B A datetime
& warchar (32}
BT A datetine Lakd>
BHE varchar (32}
B E datetime
=

id %@hgﬁgaz) <pk> HERe REREXR
id varchar <pk> - :

= varchar (100}
WES#RID tinyint (4)  <ak2> ggg "arcﬁarggg e ﬁ;g VarC:argg <ak2>
ZE1ID  varchar(32) <akl> slEnE i e Sl
BIEE  varchar (32) 1l atetime Bl ATE datetime
BIEE A datetime <ak3>
BHE varchar (32)
E#HAE datetime

A EHIENR

id varchar (32) <pk>
BAB@ID  wvarchar(32) <ak>
EBi1ID  warchar(32)

Bl E varchar (32)
B32ATE datetime

D HAEHEER, REH R, Ul RRIR, SURGE IR, OB IREE A
TSR RIR, SR O ER K

2) CEREHIR, REEMIEIE, RPN TBIE, fRA7 T shirofIABRARIN, Wteil, #HEk
SCEL, FUIA BURFRIRIFBE R FTE AR, thin, AP A FSERBRFR R sys:user:info , HLA LAV
7] T v

@GetMapping("{id}")

@RequiresPermissions("sys:user:info")

public Result<SysUserDTO> get(@PathVariable("id") Long id){
SysUserDTO data = sysUserService.get(id);

/P AEBER
List<Long> rolelIdList = sysRoleUserService.getRoleIdList(id);
data.setRoleIdList(roleIdList);
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return new Result<SysUserDTO>().ok(data);

3) U EHERBUIRIZR, RAFA CERT T OCEE, B AR SR AR 8 THEAT I I, R — /N B A THig

4) fEshirofit EACHSE, ALE N anon W), FTRALIshirodbFE, LB N ocauth2 [, FRZEZ T shirokb
B, XFEUARIE T, WAEBIRIIER, E4805m

@Configuration
public class ShiroConfig {

@Bean

public DefaultWebSessionManager sessionManager(){
DefaultWebSessionManager sessionManager = new DefaultWebSessionManager();
sessionManager.setSessionValidationSchedulerEnabled(false);
sessionManager.setSessionIdUrlRewritingEnabled(false);

return sessionManager;

@Bean("securityManager")
public SecurityManager securityManager
{

DefaultWebSecurityManager securityManager = new DefaultWebSecurityManager();
securityManager.setRealm(oAuth2Realm);
securityManager.setSessionManager(sessionManager);
securityManager.setRememberMeManager(null);
return securityManager;

@Bean("shiroFilter")

public ShiroFilterFactoryBean shirFilter {
ShiroFilterFactoryBean shiroFilter = new ShiroFilterFactoryBean();
shiroFilter.setSecurityManager(securityManager);

//oauthid i€

Map<String, Filter> filters = new HashMap<>();
filters.put("oauth2", new Oauth2Filter());
shiroFilter.setFilters(filters);

Map<String, String> filterMap = new LinkedHashMap<>();
filterMap.put("/webjars/**", "anon");
filterMap.put("/druid/**", "anon");
filterMap.put("/login", "anon");
filterMap.put("/swagger/**", "anon");
filterMap.put("/v2/api-docs™, "anon");
filterMap.put("/swagger-ui.html", "anon");
filterMap.put("/swagger-resources/**", "anon");
filterMap.put("/service/**", "anon");
filterMap.put("/editor-app/**", "anon");

filterMap.put("/diagram-viewer/**", "anon");
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filterMap.put("/modeler.html", "anon");
filterMap.put("/captcha", "anon");
filterMap.put("/favicon.ico", "anon");
filterMap.put("/**", "oauth2");
shiroFilter.setFilterChainDefinitionMap(filterMap);

return shiroFilter;

@Bean("lifecycleBeanPostProcessor")

public LifecycleBeanPostProcessor lifecycleBeanPostProcessor {

return new LifecycleBeanPostProcessor();

¥
@Bean
public AuthorizationAttributeSourceAdvisor authorizationAttributeSourceAdvisor
{
AuthorizationAttributeSourceAdvisor advisor = new AuthorizationAttributeSourceAdvisor
O
advisor.setSecurityManager(securityManager);
return advisor;
¥
}

5) LHEECE, HAFTLUE R, RAVR FHZXERE, SAHES, Witk AaRidshirokbsl, HAb
Vil A, Wi shirodb B, BN RIBUR, #EAELT .

Map<String, String> filterMap = new LinkedHashMap<>();
filterMap.put("/webjars/**", "anon");
filterMap.put("/druid/**", "anon");
filterMap.put("/login", "anon");
filterMap.put("/swagger/**", "anon");
filterMap.put("/v2/api-docs”, "anon");
filterMap.put("/swagger-ui.html", "anon");
filterMap.put("/swagger-resources/**", "anon");
filterMap.put("/service/**", "anon");
filterMap.put("/editor-app/**", "anon");
filterMap.put("/diagram-viewer/**", "anon");
filterMap.put("/modeler.html", "anon");
filterMap.put("/captcha”, "anon");
filterMap.put("/favicon.ico", "anon");
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6.4 LA PR Bt

AZRGUR MR L T BRI Re, ACRSSE N R G TR o £ 75 EHE AR Mservice 7 1%
B, W00 @patarilter VEME, #iAT LA S IERITIRE, WAtRIATH DR BHEAUR . Z BT
Ao ENMARZHAWIREEHRG, S EERBIR I ER .

o HUEMR BT @pataFilter JEMFESCELNT, AL Frs

@Target(ElementType.METHOD)
@Retention(RetentionPolicy.RUNTIME)
@Documented
public @interface DataFilter {
/**
* RIHH
*/
String tableAlias() default "";

/**
* BRI, WL E: [where. and]
*/

String prefix() default "";

/**

* HAID

*/

String userId() default "creator";

/**

* #I1ID

*/

String deptId() default "dept_id";

IMREARESE, 5E X TtableAlias. prefix. userld. deptld XN FERIER, EXAMMULZERE X, NHTERFIN
e, 7B HARK SEHACH

o LTHE SHF TVEM, BATHEKE T RAKSLIL, thiid @oatarilter FEARAI I SLIL

2K DataFilterAspect , Ul FFiN:

@Aspect
@Component
public class DataFilterAspect {

@Pointcut("@annotation(io.renren.common.annotation.DataFilter)")
public void dataFilterCut() {
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@Before("dataFilterCut()")
public void dataFilter(JoinPoint point) {
Object params = point.getArgs()[0];
if(params != null && params instanceof Map){
UserDetail user = SecurityUser.getUser();

[TINEA BB 0L, W AT a8

if(user.getSuperAdmin() == SuperAdminEnum.NO.value()) {
Map map = (Map)params;
String sqlFilter = getSqlFilter(user, point);
map.put(Constant.SQL_FILTER, new DataScope(sqlFilter));

return ;

throw new RenException(ErrorCode.DATA_SCOPE_PARAMS_ERROR);

/**
* RS ERISQL
*/
private String getSqlFilter(UserDetail user, JoinPoint point){
MethodSignature signature = (MethodSignature) point.getSignature();
DataFilter dataFilter = signature.getMethod().getAnnotation(DataFilter.class);
/1 3RBER I3 4
String tableAlias = dataFilter.tableAlias();
if(StringUtils.isNotBlank(tableAlias)){
tableAlias += ".";

StringBuilder sqlFilter = new StringBuilder();

/1B R FAFHTS
String prefix = dataFilter.prefix();
if(StringUtils.isNotBlank(prefix)){

sqlFilter.append( ).append(prefix);

sqlFilter.append(" (");

//#8111ID% %R

List<Long> deptIdList = user.getDeptIdList();

if(Collutil.isNotEmpty(deptIdList)){
sqlFilter.append(tableAlias).append(dataFilter.deptId());

sqlFilter.append(" in(").append(StringUtils.join(deptIdList, ",")).append(")");

/1 ERA N
if(Collutil.isNotEmpty(deptIdList)){
sqlFilter.append(" or ");
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}
sqlFilter.append(tableAlias).append(dataFilter.userId()).append("=").append(user.getl

d());
sqlFilter.append(")");

return sqlFilter.toString();

o FHAISEIRH, BX T —MINA, REFELINT @patafilter JEMF, AT ZHEZH, <t
N dataFilter() Jji%, R NA# M T Spring AOP[] @Before , Spring AOPF4¥% B8 40 B 7 AT

@Before

@ AOP

@AfterReturning

o TR, BATREMA U i 00, FHFEANIERE T, B SRR EMap Y, il E
5, SERAREMA @pataFilter VEME, WIEAEH], 1 AMapEH KIS H, HAGNNULL, 2
BORIA T, IR A EPE B R, ISR L, W ERR B, ANEEHT N PR,
HoEU, BEEHE G REAIR, ERAEE. WRAZBEERE G, N THRLE.

@Before("dataFilterCut()")

public void dataFilter(JoinPoint point) {

Object params = point.getArgs()[0];

if(params != null && params instanceof Map){
UserDetail user = SecurityUser.getUser();

[/TMRA R ERE R, W7 HE
if(user.getSuperAdmin() == SuperAdminEnum.NO.value()) {
Map map = (Map)params;

String sqlFilter = getSqlFilter(user, point);
map.put(Constant.SQL_FILTER, new DataScope(sqlFilter));
}

return ;
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throw new RenException(ErrorCode.DATA_SCOPE_PARAMS_ERROR);
}

o LIMAMCIEH, ATLLE B IX A —4T map.put(Constant.SQL_FILTER, new DataScope(sqlFilter)) , iX
ITER, B sErISQLAAM:, EMNEImapZ A H, mapZHUKtRiffTkey N Constant.SQL_FILTER ,
T AR AR

public interface Constant {

/**
* R AR
*/
String SQL_FILTER = "sqlFilter";

/**

* ABYLE S

*

* @author Mark sunlightcs@gmail.com

*/

public enum SuperAdminEnum {
YES(1),
NO(®);

private int value;

SuperAdminEnum(int value) {
this.value = value;

public int value() {
return this.value;

o IR, BHAMREEALBSIEKSQLEM, MR BIT

private String getSqlFilter(UserDetail user, JoinPoint point){
MethodSignature signature = (MethodSignature) point.getSignature();
DataFilter dataFilter = signature.getMethod().getAnnotation(DataFilter.class);
/1 3RBER )5 4
String tableAlias = dataFilter.tableAlias();
if(StringUtils.isNotBlank(tableAlias)){
tableAlias += ".";

StringBuilder sqlFilter = new StringBuilder();
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/1 BRI
String prefix = dataFilter.prefix();
if(StringUtils.isNotBlank(prefix)){

sqlFilter.append( ) .append(prefix);

sqlFilter.append(" (");

//FBITIDS R

List<Long> deptIdList = user.getDeptIdList();

if(Collutil.isNotEmpty(deptIdList)){
sqlFilter.append(tableAlias).append(dataFilter.deptId());

sqlFilter.append(" in(").append(StringUtils.join(deptIdList, ",")).append(")");

AR RN Ci
if(Collutil.isNotEmpty(deptIdList)){
sqlFilter.append(" or ");

}
sqlFilter.append(tableAlias).append(dataFilter.userId()).append("=").append(user.getl
d());
sqlFilter.append(")");
return sqlFilter.toString();
}

D AW BRI A, WRANA, AN IR ., ZRRKEWRIODIEEIRR, 2 2%

% WU PR
select * from tb_sales_report tl, tb_product t2 where tl.product_id=t2.id

# NI IERISOLZE M, Ri%ksql_filterXH N SQLEMEAN: t1.detp_id in(1,2)
and ${sql_filter}

2) BNOK, HURIKIH P ESTIIDANE, R P A R R

//¥BI1IDFIR

List<Long> deptIdList = user.getDeptIdList();

if(Collutil.isNotEmpty(deptIdList)){
sqlFilter.append(tableAlias).append(dataFilter.deptId());
/BB R S A 2 %% lidept_id in(1,2,3)
sqlFilter.append(" in(").append(StringUtils.join(deptIdList, ",")).append(")");

3) WNARRD B, B e i i 2% 14 2H 2 flidept_id in(1,2,3)

StringBuilder sqlFilter = new StringBuilder();
sqlFilter.append(" (");
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if(deptIdList.size() > 0){
sqlFilter.append(tableAlias).append(dataFilter.deptId()).append(" in(").append(StringUtil

s.join(deptIdList, ",")).append(")");
}

4) WS A B, R AR MR T ISR AR, BREEE A O EdE

AR RN €
if(Collutil.isNotEmpty(deptIdList)){
sqlFilter.append(" or ");

}
sqlFilter.append(tableAlias).append(dataFilter.userId()).append("=").append(user.getId());

5) AR, mtA M T BEESIERISQLA B, BATR BTV L, IINEM @pataFilter , HLATLL T,
R B

@DataFilter(prefix = "and")
public PageData<NewsDTO> page(Map<String, Object> params) {
paramsToLike(params, "title");

e
IPage<NewsEntity> page = getPage(params, Constant.CREATE_DATE, false);

//EW
List<NewsEntity> list = baseDao.getList(params);

return getPageData(list, page.getTotal(), NewsDTO.class);

6) I 5 7~ 3 F mybatis-plus /& 4 4T B i g

/**
* mybatis-plusE AR E R
*/
@Override
@DataFilter
public PageData<NewsDTO> page(Map<String, Object> params) {
IPage<NewsEntity> page = baseDao.selectPage(
getPage(params, Constant.CREATE_DATE, false),
getWrapper (params)
)

return getPageData(page, NewsDTO.class);

private QueryWrapper<NewsEntity> getWrapper(Map<String, Object> params){
String title = (String)params.get("title");
String startDate = (String)params.get("startDate");
String endDate = (String)params.get("endDate");
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QueryWrapper<NewsEntity> wrapper = new QueryWrapper<>();
wrapper.like(StringUtils.isNotBlank(title), "title", title);
wrapper.ge(StringUtils.isNotBlank(startDate), "pub_date", startDate);
wrapper.le(StringUtils.isNotBlank(endDate), "pub_date", endDate);

/1R E
wrapper.apply(params.get(Constant.SQL_FILTER) != null, params.get(Constant.SQL_FILTER

).toString());

return wrapper;

7) FHE A, JeBiMap B ) Constant.SQL_FILTER A& 7%5 Anull, AN NEEIN#ESE, XEEH AT LASZELE
P IE T, WHURIEATHE U REIEAR

wrapper.apply(params.get(Constant.SQL_FILTER) != null, params.get(Constant.SQL_FILTER).toStri
ng());
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6.5 LA AL ER 15 H]

et R, e, TUEEAMITAGHEEN, HEHK, WTRIEE AN &
f
I

/N
REEE H OHAEEN, ZLIIXFEREEEAUR, Tt BAR R SLBE IR

=
=
>

o SUIRLFHERE, WTHHR:

CREATE TABLE tb_sales_report (
id bigint NOT NULL COMMENT 'id',
product_id bigint(2@) DEFAULT NULL COMMENT '/*fID',
product_name varchar(50) DEFAULT NULL COMMENT '/=Fh4&FK',
sale_id bigint(20) DEFAULT NULL COMMENT '4541ID',
sale_name varchar(20) DEFAULT NULL COMMENT '44%°',
dept_id bigint(20) DEFAULT NULL COMMENT ‘44 A\ R Fr@&sI1ID",
dept_name varchar(20) DEFAULT NULL COMMENT '#BI]',
creator bigint COMMENT 'fI&% ",
create_date datetime COMMENT '@Igi[a]",
primary key (id)

) ENGINE=InnoDB CHARSET=utf8 COMMENT='#§HEik#E";

o KRR ZiE S dept_id\ user_idBEATEIRILIEN, PrUMHEERE, TEAK2DTE, MNMREFEHIR
TR, 2R, X2 TR DB, R fuser_id B XK 1 sale_id

@DataFilter(userId = "sale_id")

o [T LA SE BB AR BAR A, iR R

@DataFilter(userId = "sale_id")
public PageData<SalesReportDTO> page(Map<String, Object> params) {
IPage<SalesReportEntity> page = baseDao.selectPage(
getPage(params, Constant.CREATE_DATE, false),
getWrapper(params)
)

return getPageData(page, SalesReportDTO.class);
private QueryWrapper<SalesReportDTO> getWrapper(Map<String, Object> params){
QueryWrapper<SalesReportEntity> wrapper = new QueryWrapper<>();
/1R E
wrapper.apply(params.get(Constant.SQL_FILTER) != null, params.get(Constant.SQL_FILTER).to

String());

return wrapper;
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o K ymybatis-plus A SCFF 2 R KIK, WL RKEK, SEHEHRAIR, A el B I MyBatisSEEL, - H.
T A MBI IELR AT, 2 AsnE N K RISQLIS T, W1 T FiR:

<select id="queryList" resultType="io.renren.modules.demo.entity.SalesReportEntity">
select * from tb_sales_report tl, tb_product t2 where tl.product_id = t2.id

</select>

o SERUA LAY, AURSE B TE R T, B R A EHEE A O BEERUR T, ELE T EA T, A
IR N EAERUR R
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D BATHHELHE R ARG, ATUEEIAEEE, WFPoR:

DEeEn Lk & st

F=&ID PR e B el ) B
1 1 MacBook HELE $HEB 2018-04-02 03:59:12 L
2 1 MacBook HE— B HE—4 2018-04-02 04:40:27 L3
3 1 MacBook AR == | 2018-04-02 04:42:19
4 1 MacBook LEEEEE—E) HE—H 2018-04-02 04:43:13 i

) FATHHEE—HAKERRS, TUEENE—HIWE, WTHHR:

FEERID FRRAETR e 6] BIEEATE) BE
2 1 MacBook BE—RAR fE—a 2018-04-02 04:40:27
P 1 MacBook BB E—E) HE—H 2018-04-02 04:43:13
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3) FATHE B EGEHE M) EX RS,

Haetr A AN, WhPos:

DEaEn ek

FERID FoERER
4 1 MacBook

- HE 1 A mE B1E 20%m v

e ]
EBEEEEE ) e

4) BAVHHE —HAKE R AL, WUEEHE AL, 0 Pos:

BlEAdiE] =03

2018-04-02 04:43:13

QEEER Gk

FeERID TEERERR

1 MacBook

= B
HETRAR HETE

BllEdiE) i

2018-04-02 04:42:19

o MERATRICBIRAR IR T K, @AM RS, ZRMEIERR, &g

fi5 o
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6.7 RedisZZ 17

AP KFAMRAE, RS RRER, R T. RSN, RAITHE%E D F LA
/@:

1. EEERR %, RERODBA W, DB ZE A 575 M

2. REAMH LerFt J0IN SERIEW, ZffmhRAm, LIRTNIAF

3. ZAEHREAN, ZAFarh R

4. BAEE insert . update . delete I, [5G ¥ A EE

5. APz HRedisBiE 4544, AR KR

6. Xf TV EARMIE, A R I E K52 2% 5

KR RGUK HRedis{ENZAT, FEAIHCE & A IT JaredisZe A7, £ ZIE /2@ Spring AOPSLILMY, FeE 4n~ fr

7Nz

redis:
database: @
host: localhost
port: 6379
password: # i CBRIAAT)
timeout: 6000ms # ERGHNHK (=)
jedis:
pool:
max-active: 1000 # EBMiE KEREE (T AUERREHRED
max-wait: -1ms # IR I KB ZE S AR I (] Cfs A A R B8 BR D
max-idle: 10 # EEE IR OR A B
min-idle: 5 # EEE IR A R
renren:
redis:

open: false #EETITaredisZfF truell/  falsedki

ATHE T, ffHRedisfk 55 I AES, 407 Frs

@Service
public class SysParamsServiceImpl extends BaseServiceImpl<SysParamsDao, SysParamsEntity> impl
ements SysParamsService {

@Autowired

private SysParamsRedis sysParamsRedis;

@Override
public PageData<SysParamsDTO> page(Map<String, Object> params) {
IPage<SysParamsEntity> page = baseDao.selectPage(
getPage(params, Constant.CREATE_DATE, false),
getWrapper(params)
)

return getPageData(page, SysParamsDTO.class);
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@Override
public List<SysParamsDTO> list(Map<String, Object> params) {
List<SysParamsEntity> entitylList = baseDao.selectlList(getWrapper(params));

return ConvertUtils.sourceToTarget(entitylList, SysParamsDTO.class);

private QueryWrapper<SysParamsEntity> getWrapper(Map<String, Object> params){
String paramCode = (String) params.get("paramCode");

QueryWrapper<SysParamsEntity> wrapper = new QueryWrapper<>();
wrapper.eq("param_type", 1);
wrapper.like(StringUtils.isNotBlank(paramCode), "param_code", paramCode);

return wrapper;

@Override
public SysParamsDTO get(Long id) {
SysParamsEntity entity = baseDao.selectById(id);

return ConvertUtils.sourceToTarget(entity, SysParamsDTO.class);

@Override
@Transactional(rollbackFor = Exception.class)
public void save(SysParamsDTO dto) {
SysParamsEntity entity = ConvertUtils.sourceToTarget(dto, SysParamsEntity.class);

insert(entity);

sysParamsRedis.set(entity.getParamCode(), entity.getParamvalue());

@Override

@Transactional(rollbackFor = Exception.class)

public void update(SysParamsDTO dto) {
SysParamsEntity entity = ConvertUtils.sourceToTarget(dto, SysParamsEntity.class);
updateById(entity);

sysParamsRedis.set(entity.getParamCode(), entity.getParamvalue());

@Override
@Transactional(rollbackFor = Exception.class)
public void delete(Long[] ids) {
//MEkRedisEHE
List<String> paramCodelList = baseDao.getParamCodelList(ids);
String[] paramCodes = paramCodelList.toArray(new String[paramCodelList.size()]);
sysParamsRedis.delete(paramCodes);
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/2R
deleteBatchIds(Arrays.asList(ids));

@Override
public String getValue(String paramCode) {
String paramValue = sysParamsRedis.get(paramCode);
if(paramValue == null){
paramValue = baseDao.getValueByCode(paramCode);

sysParamsRedis.set(paramCode, paramValue);

}

return paramValue;
}
@Override

public <T> T getValueObject(String paramCode, Class<T> clazz) {
String paramValue = getValue(paramCode);
if(StringUtils.isNotBlank(paramValue)){
return JSON.parseObject(paramValue, clazz);

try {
return clazz.newInstance();
} catch (Exception e) {
throw new RenException(ErrorCode.PARAMS_GET_ERROR);

@Override

@Transactional(rollbackFor = Exception.class)

public int updateValueByCode(String paramCode, String paramValue) {
return baseDao.updateValueByCode(paramCode, paramValue);

@Component

public class SysParamsRedis {
@Autowired
private RedisUtils redisUtils;

public void delete(Object[] paramCodes) {
String key = RedisKeys.getSysParamsKey();
redisUtils.hDel(key, paramCodes);

public void set(String paramCode, String paramValue){
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if(paramvalue ==
return ;

}

null){

String key = RedisKeys.getSysParamsKey();

redisUtils.hSet(key, paramCode, paramValue);

public String get(String paramCode){

String key = RedisKeys.getSysParamsKey();

return (String)redisUtils.hGet(key, paramCode);

@Component
public class RedisUtils {

@Autowired

private RedisTemplate<String, Object> redisTemplate;

/% BRI 24N
public final static long
/0 IO N, AL
public final static long
/0 S HIEHAON6 /N, AL
public final static long
/¥ AREEHINC */

public final static long

i B %/

DEFAULT_EXPIRE = 60 * 60 * 24L;
Y

HOUR_ONE_EXPIRE = 60 * 60 * 1L;
Y

HOUR_SIX_EXPIRE

60 * 60 * 6L;

NOT_EXPIRE = -1L;

public void set(String key, Object value, long expire){

redisTemplate.opsForValue().set(key, value);
if(expire != NOT_EXPIRE){
expire(key, expire);

public void set(String key, Object value){
set(key, value, DEFAULT_EXPIRE);

public Object get(String

key, long expire) {

Object value = redisTemplate.opsForValue().get(key);
if(expire != NOT_EXPIRE){
expire(key, expire);

}

return value;

public Object get(String

key) {
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return get(key, NOT_EXPIRE);

public void delete(String key) {
redisTemplate.delete(key);

public void delete(Collection<String> keys) {
redisTemplate.delete(keys);

public Object hGet(String key, String field) {
return redisTemplate.opsForHash().get(key, field);

public Map<String, Object> hGetAll(String key){
HashOperations<String, String, Object> hashOperations = redisTemplate.opsForHash();
return hashOperations.entries(key);

public void hMSet(String key, Map<String, Object> map){
hMSet (key, map, DEFAULT_EXPIRE);

public void hMSet(String key, Map<String, Object> map, long expire){

redisTemplate.opsForHash().putAll(key, map);

if(expire != NOT_EXPIRE)({
expire(key, expire);

public void hSet(String key, String field, Object value) {
hSet(key, field, value, DEFAULT_EXPIRE);

public void hSet(String key, String field, Object value, long expire) {
redisTemplate.opsForHash().put(key, field, value);

if(expire != NOT_EXPIRE)({
expire(key, expire);

public void expire(String key, long expire){
redisTemplate.expire(key, expire, TimeUnit.SECONDS);

public void hDel(String key, Object... fields){
redisTemplate.opsForHash().delete(key, fields);
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public void leftPush(String key, Object value){
leftPush(key, value, DEFAULT_EXPIRE);

public void leftPush(String key, Object value, long expire){

redisTemplate.opsForList().leftPush(key, value);

if(expire != NOT_EXPIRE){
expire(key, expire);

public Object rightPop(String key){
return redisTemplate.opsForList().rightPop(key);

-

KET LGB, YONXATH BN E Redis 17, ANREIRES, FNEERERedisHIY, HSR
S%, T Spring AOP, AT LLFEH], 275 HAM# FRedis, ST

@Aspect
@Component
public class RedisAspect {
private Logger logger = LoggerFactory.getlLogger(getClass());

/**
* BRI EredisZfF trueff)s  falsedH
&

@value("${renren.redis.open: false}")

private boolean open;

@Around("execution(* io.renren.common.redis.RedisUtils.*(..))")
public Object around(ProceedingJoinPoint point) throws Throwable {
Object result = null;
if(open){
try{
result = point.proceed();
}catch (Exception e){
logger.error("redis error", e);
throw new RenException(ErrorCode.REDIS_ERROR);

}

return result;
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6.8 5 AL AL

AT H i85 RenException s # 28, #iiHH F & 7%, RenExceptionZk 7K RuntimeException,

Exception, 15 4%#KException, N|Spring=F 4542 A&

RenExceptionfSiG U1~ Fizs:

public class RenException extends RuntimeException {
private static final long serialVersionUID = 1L;

private int code;
private String msg;

public RenException(int code) {
this.code = code;
this.msg = MessageUtils.getMessage(code);

public RenException(int code, String... params) {
this.code = code;
this.msg = MessageUtils.getMessage(code, params);

public RenException(int code, Throwable e) {
super(e);
this.code = code;
this.msg = MessageUtils.getMessage(code);

public RenException(int code, Throwable e, String... params) {
super(e);
this.code = code;
this.msg = MessageUtils.getMessage(code, params);

public RenException(String msg) {
super(msg);
this.code = ErrorCode.INTERNAL_SERVER_ERROR;
this.msg = msg;

public RenException(String msg, Throwable e) {
super(msg, e);
this.code = ErrorCode.INTERNAL_SERVER_ERROR;
this.msg = msg;

public String getMsg() {
return msg;

90



public void setMsg(String msg) {
this.msg = msg;

public int getCode() {
return code;

public void setCode(int code) {
this.code = code;

WA AL FE P B S e, FRATT5E LT RenExceptionHandler3s, F0I1 3 f#@RestControllerAdvice, &t AJ
PIANER AT A P R, JFIR [FIJSON# i . @RestControllerAdvice /& H @ControllerAdvice-
@ResponseBodyE iR 2L & 1KY, 7] L& $k @ControllerAdvicetH < H ¥ 8), #fi# @ControllerAdviceys: fif
s

RenExceptionHandlerf{i% 41 | f s :

@RestControllerAdvice
public class RenExceptionHandler {
private static final Logger logger = LoggerFactory.getlLogger(RenExceptionHandler.class);

@Autowired
private SysLogErrorService sysLogErrorService;

/**
* O E SR
*/
@ExceptionHandler(RenException.class)
public Result handleRenException(RenException ex){
Result result = new Result();
result.error(ex.getCode(), ex.getMsg());

return result;

@ExceptionHandler(DuplicateKeyException.class)

public Result handleDuplicateKeyException(DuplicateKeyException ex){
Result result = new Result();
result.error(ErrorCode.DB_RECORD_EXISTS);

return result;

@ExceptionHandler(Exception.class)
public Result handleException(Exception ex){
logger.error(ex.getMessage(), ex);
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/**

savelLog(ex);

return new Result().error();

* REREHE

*/

private void savelLog(Exception ex){

SysLogErrorEntity log = new SysLogErrorEntity();

/1 RAAZ R
HttpServletRequest request = HttpContextUtils.getHttpServletRequest();
log.setIp(IpUtils.getIpAddr(request));
log.setUserAgent(request.getHeader (HttpHeaders.USER_AGENT));
log.setRequestUri(request.getRequestURI());
log.setRequestMethod(request.getMethod());
Map<String, String> params = HttpContextUtils.getParameterMap(request);
if(MapUtil.isNotEmpty(params)){

log.setRequestParams (JSON.toJSONString(params));

/I FAHEER

log.setErrorInfo(ExceptionUtils.getErrorStackTrace(ex));

/14

sysLogErrorService.save(log);
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6.9 E{EHE

£ 4t H &/l Spring AOPSLHL), ATH E L TVEM @Logoperation , HAREFET % BAEH], W R
N

@Target(ElementType.METHOD)
@Retention(RetentionPolicy.RUNTIME)
@Documented

public @interface LogOperation {

String value() default "";

TH & H X E @Logoperation WMEM T, WITFHIR:

@RestController
@RequestMapping("/sys/user")
public class SysUserController {

@PostMapping
@LogOperation("fR17")
@RequiresPermissions("sys:user:save")
public Result save(@RequestBody SysUserDTO dto){
/1 B A
ValidatorUtils.validateEntity(dto, AddGroup.class, DefaultGroup.class);

sysUserService.save(dto);

return new Result();

AT AR, R FEAEGRAT HERIERTE L, Nk @Logoperation VEME, #iwT AT H & ffA7 2 #dfs Pe
27,

FLAA R A 00 B AR DR A7 B o BLAOWE, FRATTE LT LogOperationAspect ARERS, m At RTXH K, W
NHR:

/**

* RGHE, VIHAAIESR

*/

@Aspect

@Component

public class LogOperationAspect {
@Autowired

private SysLogOperationService syslLogOperationService;

@Pointcut("@annotation(io.renren.common.annotation.LogOperation)")
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public void logPointCut() {

@Around("logPointCut()")
public Object around(ProceedingloinPoint point) throws Throwable {
long beginTime = System.currentTimeMillis();
try {
/AT I
Object result = point.proceed();

[/ PATI K (D)
long time = System.currentTimeMillis() - beginTime;
/IRFFHE

savelLog(point, time, OperationStatusEnum.SUCCESS.value());

return result;

}catch(Exception e) {

/1 PATI K ()
long time = System.currentTimeMillis() - beginTime;
/ITRFFHE

savelLog(point, time, OperationStatusEnum.FAIL.value());

throw e;

private void savelLog(ProceedingJoinPoint joinPoint, long time, Integer status)
MethodSignature signature = (MethodSignature) joinPoint.getSignature();
Method method = signature.getMethod();

SysLogOperationEntity log = new SysLogOperationEntity();
LogOperation annotation = method.getAnnotation(LogOperation.class);
if(annotation != null){

VOAES AS:HE 0

log.setOperation(annotation.value());

/1B ER

UserDetail user = SecurityUser.getUser();

if(user != null){
log.setCreatorName(user.getUsername());

log.setStatus(status);
log.setRequestTime((int)time);

[1ERMRAZE

HttpServletRequest request = HttpContextUtils.getHttpServletRequest();
log.setIp(IpUtils.getIpAddr(request));
log.setUserAgent(request.getHeader (HttpHeaders.USER_AGENT));
log.setRequestUri(request.getRequestURI());
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log.setRequestMethod(request.getMethod());

/1TERZH
Object[] args = joinPoint.getArgs();

try{
String params = JSON.toJSONString(args[9]);

log.setRequestParams(params);

}catch (Exception e){

//fRA7F|DB

sysLogOperationService.save(log);

LogOperationAspect 255E X T —MNYIN K, 1EK @LogOperation JEMRI LR, &N around J5ik, 18
F4 HERAE BB .
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6.10 & I £ 55 FL B

KRG IR S Quartz, SEILKENATS,, LA ERATS, B L GR% 2, AEEH
17, DLMEhASIN. Eok. M. BE. IE . SLRIHUTERATS . Quartz A4 T & 3 ZE FISQLJE
A, G AR SOk HAR B P, TS % QuartzAH B I SQLHIAS o

6.10.1 1 ¢ AT 5%

B — N ERAT S, SRR, HEE L —/MEi@ERSpring BeanBl 1], 1N FiR:

@Component ("testTask")
public class TestTask implements ITask {
private Logger logger = LoggerFactory.getLogger(getClass());

@Override
public void run(String params){
logger.debug("TestTask BN IEEHAT, S N: {}", params);

WnferikQuartz, FEN HATtestTask LT ENR? AR EAEEH)E G, Bl NMENAES IR, W~ EFR:

@ EEES X v

&2
*beanfFFR  testTask
a
240 renren
cronFiA®X  00/30***?

& B2, 281ERjson

@ EmfESs X v
beanZ#R - crongiAz &t o] 1B
testTask renren 00/30***? B2, 21 28ERson % : }E;:T fg

1% 108/m 1 mE 1 R
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WA BC B R E AR SS, BERR30708h, & F TestTaskfirun /7 ik 1, AN RAR T 00

6.10.2 Y5 AL 73 BT

Quartzf2fit THHCMAPL, FATAT LEHAPL, SfQuartzHHATHIIN. 1Bk, MIER. B, KE. SCEIHITE:.
KZRGH, ScheduleUtils it 2 X Quartz APTHEATHIE %, MU HR:

public class ScheduleUtils {
private final static String JOB_NAME = "TASK_";

/*x
* AL E S Hikey
*/

public static final String JOB_PARAM_KEY = "JOB_PARAM_KEY";

/**
* R A key
*/
public static TriggerKey getTriggerKey(Long jobId) {
return TriggerKey.triggerKey(JOB_NAME + jobId);

/**
* 3R jobKey
*/
public static JobKey getJobKey(Long jobId) {
return JobKey.jobKey(JOB_NAME + jobId);

/**
* R IE A R 2%
*/
public static CronTrigger getCronTrigger(Scheduler scheduler, Long jobId) {

try {
return (CronTrigger) scheduler.getTrigger(getTriggerKey(jobId));

} catch (SchedulerkException e) {
throw new RenException(ErrorCode.JOB_ERROR, e);

/**
* QIR E S
*/
public static void createScheduleJob(Scheduler scheduler, ScheduleJobEntity scheduleJob)

try {
//¥3 obfE B
JobDetail jobDetail = JobBuilder.newJob(ScheduleJob.class).withIdentity(getJobKey
(scheduleJob.getId())).build();

/1 ZRIE R PER e 3

CronScheduleBuilder scheduleBuilder = CronScheduleBuilder.cronSchedule(scheduleJo

97



b.getCronExpression())
.withMisfireHandlingInstructionDoNothing();

/ /i icronExpression®KiA R — AN trigger
CronTrigger trigger = TriggerBuilder.newTrigger().withIdentity(getTriggerKey(sche
duleJob.getId())).withSchedule(scheduleBuilder).build();

[ITINZHL, 14T B77 0] L3RI
jobDetail.getJobDataMap().put(JOB_PARAM_KEY, scheduleJob);

scheduler.scheduleJob(jobDetail, trigger);

/LS
if(scheduleJob.getStatus() == Constant.ScheduleStatus.PAUSE.getValue()){
pauseJob(scheduler, scheduleJob.getId());

}
} catch (SchedulerkException e) {
throw new RenException(ErrorCode.JOB_ERROR, e);

/**

* HHE N AESS

*/

public static void updateScheduleJob(Scheduler scheduler, ScheduleJobEntity scheduleJob)

try {
TriggerKey triggerKey = getTriggerKey(scheduleJob.getId());

Wk Suswl: gz e
CronScheduleBuilder scheduleBuilder = CronScheduleBuilder.cronSchedule(scheduleJo
b.getCronExpression())
.withMisfireHandlingInstructionDoNothing();

CronTrigger trigger = getCronTrigger(scheduler, scheduleJob.getId());

[/ HiIcronExpression®iA R EFifgdtrigger

trigger = trigger.getTriggerBuilder().withIdentity(triggerKey).withSchedule(sched
uleBuilder).build();

trigger.getJobDataMap().put (JOB_PARAM_KEY, scheduleJob);

scheduler.rescheduleJob(triggerKey, trigger);

/1 EAHES

if(scheduleJob.getStatus() == Constant.ScheduleStatus.PAUSE.getValue()){
pauseJob(scheduler, scheduleJob.getId());

} catch (SchedulerException e) {
throw new RenException(ErrorCode.JOB_ERROR, e);
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}
/**
* SLRIPATAESS
*/
public static void run(Scheduler scheduler, ScheduleJobEntity scheduleJob) {
try {
WE
JobDataMap dataMap = new JobDataMap();
dataMap.put (JOB_PARAM_KEY, scheduleJob);
scheduler.triggerJob(getJobKey(scheduleJob.getId()), dataMap);
} catch (SchedulerException e) {
throw new RenException(ErrorCode.JOB_ERROR, e);
}
}
/**
* LS
*/
public static void pauseJob(Scheduler scheduler, Long jobId) {
try {
scheduler.pauseJob(getJobKey(jobId));
} catch (SchedulerException e) {
throw new RenException(ErrorCode.JOB_ERROR, e);
}
}
/**
* YREALS
*/
public static void resumeJob(Scheduler scheduler, Long jobId) {
try {
scheduler.resumeJob(getJobKey(jobId));
} catch (SchedulerkException e) {
throw new RenException(ErrorCode.JOB_ERROR, e);
}
}
/**
* IR E RAESS
*/
public static void deleteScheduleJob(Scheduler scheduler, Long jobId) {
try {
scheduler.deleteJob(getJobKey(jobId));
} catch (SchedulerkException e) {
throw new RenException(ErrorCode.JOB_ERROR, e);
}
}
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AR BRI T

o createScheduleJob (G ERES5]) « EE G GHHAESN, M ZITE, RS INE]Quartz
o R #Econ®IA I, ERPATIES

e updateScheduleJob [FEHTEMAF455] « BBUESE, WA, BiQuartz T FES(E S

o run [SZBIPATERMES T « B EHAT—IRIZ(ES, R#Ur—K.

e pauseJob [EIFEMAES] « EMAREFEEPATINES, M2LUEANFHITEANERES 7. IELE
PATHIMESS, BRI AT 5E

o resumeJob [KE TS : XA R4 Ffpauselob K, WRATSEIET, UEHASEILT, EHE
PAT, W7 ER Fresumelob, {5 FHAF 45 K E HAT -

o deleteScheduleJob [MIBRERIESS]T « MIRR TS5

}iEP, createScheduleJob . updateScheduleJob TE A B H e, tEé?UﬁFﬁ, TEEEEE, %ﬁigﬁiﬂé
MEMTS, B EIQuartzd, WF s

/**
* BIALSE N (£ 50R
*
* @author Mark sunlightcs@gmail.com
*/
@Component
public class JobCommandLineRunner implements CommandLineRunner {
@Autowired
private Scheduler scheduler;
@Autowired
private ScheduleJobDao scheduleJobDao;

@Override
public void run(String... args) {
List<ScheduleJobEntity> scheduleJobList = scheduleJlobDao.selectList(null);
for(ScheduleJobEntity scheduleJob : scheduleJoblList){
CronTrigger cronTrigger = ScheduleUtils.getCronTrigger(scheduler, scheduleJob.get

Id());
[/ UURAEAE, B2
if(cronTrigger == null) {
ScheduleUtils.createScheduleJob(scheduler, scheduleJob);
}else {
ScheduleUtils.updateScheduleJob(scheduler, scheduleJob);
}
}
}
}

RERARIGE TN, EAMEENIIT, WIAEEEE ST StestTaske? AT R 7
N createScheduleJob /7%, B @M HIRAR, ZRAZ G, KRB TIR:

[/ — A E 4RSS, JobBuilder.newJob() R BE# 2 JobR A 1 %
//3BScheduledob. classtE N HfE#t %, ScheduleJobZk&QuartzJobBean, ifiQuartzJobBeansHl 1 Jobdk [
JobDetail jobDetail = JobBuilder.newJob(ScheduleJob.class).withIdentity(getJobKey(scheduleJob
.getJobId())).build();
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/ /% cron, AT 55 1)
CronScheduleBuilder scheduleBuilder = CronScheduleBuilder.cronSchedule(scheduleJob.getCronExp
ression())

.withMisfireHandlingInstructionDoNothing();

//#¥icron, #E—4CronTrigger
CronTrigger trigger = TriggerBuilder.newTrigger().withIdentity(getTriggerKey(scheduleJob.get]
obId())).

withSchedule(scheduleBuilder).build();

JITINSHL, AT A7 ETT LAREL
jobDetail.getJobDataMap().put(ScheduleJobEntity.JOB_PARAM_KEY, new Gson().toJson(scheduleJob)
)s

/ /AL BN EIQuartz
scheduler.scheduleJob(jobDetail, trigger);

AT IINE] Quartz J&, ZcronfE LIS EIE AR T, BSHAT Scheduledob 5K executeInternal J5
¥,  scheduleJob AL T fix:

public class ScheduleJob extends QuartzJobBean {
private Logger logger = LoggerFactory.getLogger(getClass());

@Override
protected void executeInternal(JobExecutionContext context) {
ScheduleJobEntity scheduleJob = (SchedulelobEntity) context.getMergedJobDataMap().
get(ScheduleUtils.JOB_PARAM_KEY);

/1B FERAF AT ID %

ScheduleJobLogEntity log = new ScheduleJobLogEntity();
log.setJobId(schedulelob.getId());
log.setBeanName(scheduleJob.getBeanName());
log.setParams(schedulelob.getParams());
log.setCreateDate(new Date());

/MRS TR ]

long startTime = System.currentTimeMillis();

try {
/1 PATAES
logger.info("{E&HE&IAT, £5ID: {}", scheduleJob.getId());
Object target = SpringContextUtils.getBean(scheduleJob.getBeanName());
Method method = target.getClass().getDeclaredMethod("run", String.class);
method. invoke(target, scheduleJob.getParams());

/TS PAT B

long times = System.currentTimeMillis() - startTime;
log.setTimes((int)times);

[ MEFIRTES

log.setStatus(Constant.SUCCESS);

logger.info("ESHATREE, £55ID: {} HBILEER: {} 2", schedulelob.getId(), time
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s);
} catch (Exception e) {
logger.error ("{T5& #4750, /£25ID: {}", scheduleJob.getId(), e);

[ MEFPAT B K
long times = System.currentTimeMillis() - startTime;
log.setTimes((int)times);

[ MESIRES

log.setStatus(Constant.FAIL);

log.setError(ExceptionUtils.getErrorStackTrace(e));

}finally {

//3kHlspring bean

ScheduleJobLogService scheduleJoblLogService = SpringContextUtils.getBean(Schedule
JobLogService.class);

scheduleJoblLogService.insert(log);
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6.11 APIfith

APPEIER, FERFEILAPPH &, Wi: AMAE/MEF. 10S. Android$2 b8 10, A —& S H - 4k
%, A Srenren-adminfH 'R ILH, [ Arenren-admin R BAFM 2 AHA RIK S, BEES
EHBRR, WIS S AY, Mrenren-apif] M & BALMKZ RN ESLH 7, SRS
BEH AR . renren-api BRI T S VEM . B, BEOBPRINE. FRECS A S 2 Thfg,

NAPPHE e A, RIE—BMmMR TR, ImEILAPPE: O FF K .

6.11.1 API# {5 ]

APIFI¥CTHIERE . P IEIEAPP, SIATHLS . FERE, REXENSEFH T — XN Htoken,
FIP i 7 G s a1, A A5 dltokenfeid >k, Ak 55 I AU RIGE 2 HEAE VT R 11, token i 2RI 1, U1
BV, AMRE RS % 4.

ARG, BE TIABT, A 7. A%, BIOKI, A0 HEHER. Hf,
@LoginUserE A SRIBCHRTE sk P HIE R, AMRLEERE, N9, @LoginiE N 752 /A
e, BAERMAT, ARV HIZIE .

import io.renren.annotation.Login;
import io.renren.annotation.LoginUser;

@RestController
@RequestMapping("/api")
@Api(tags="MliRBEO")

public class ApiTestController {

@Login

@GetMapping("userInfo™)

@ApiOperation(value="# MM F {5 5", response=UserEntity.class)

public Result<UserEntity> userInfo(@ApiIgnore @LoginUser UserEntity user){
return new Result<UserEntity>().ok(user);

@Login

@GetMapping("userId")

@ApiOperation("3kHUH FID")

public Result<Long> userInfo(@ApiIgnore @RequestAttribute("userId") Long userId){
return new Result<Long>().ok(userId);

@GetMapping("notToken")
@ApiOperation (" Z M Token & iE MRk ")
public Result<String> notToken(){
return new Result<String>().ok(" 7 tokenthAEVii. - - ");
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6.11.2 JEAS 5 Hr
o WAVEKER, APIH S ERMNE, #T TIBLHRE, 0T PiR:

@RestController
@RequestMapping("/api")
@Api(tags="EFHEO")
public class ApilLoginController {
@Autowired
private UserService userService;
@Autowired

private TokenService tokenService;

@PostMapping("login")

@ApiOperation("&x")

public Result<Map<String, Object>> login(@RequestBody LoginDTO dto){
/1R
ValidatorUtils.validateEntity(dto);

VA ak:w S
Map<String, Object> map = userService.login(dto);

return new Result().ok(map);

@Login

@PostMapping("logout")

@ApiOperation("iBH™")

public Result logout(@ApiIgnore @RequestAttribute("userId") Long userId){
tokenService.expireToken(userId);
return new Result();

/**
* Jwt T HZE
*/
@ConfigurationProperties(prefix = "renren.jwt")
@Component
public class JwtUtils {
private Logger logger = LoggerFactory.getLogger(getClass());

private String secret;

private long expire;

private String header;
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/**
* Efijwt token
*/
public String generateToken(long userId) {
Date nowDate = new Date();
/ /3 S ]
Date expireDate = new Date(nowDate.getTime() + expire * 1000);

return Jwts.builder()
.setHeaderParam("typ", "JWT")
.setSubject(userId+"")
.setIssuedAt(nowDate)
.setExpiration(expireDate)
.signWith(SignatureAlgorithm.HS512, secret)
.compact();

public Claims getClaimByToken(String token) {
try {
return Jwts.parser()
.setSigningKey(secret)
.parseClaimsJws(token)
.getBody();
}catch (Exception e){
logger.debug("validate is token error

> €);
return null;

/**
* tokenZ L
* @return true: T
*/
public boolean isTokenExpired(Date expiration) {
return expiration.before(new Date());

public String getSecret() {
return secret;

public void setSecret(String secret) {
this.secret = secret;

public long getExpire() {

return expire;

public void setExpire(long expire) {
this.expire = expire;
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public String getHeader() {
return header;

public void setHeader(String header) {
this.header = header;

FAT LT ACRS, WTRUCE S, P RS SR, A& A NME— [ftoken, IX P token 2 it id jwt kil
HI o

o APPHEIRHIIZLICE, WK Fis:

import io.renren.modules.api.interceptor.AuthorizationInterceptor;

import io.renren.modules.api.resolver.LoginUserHandlerMethodArgumentResolver;
import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.context.annotation.Configuration;

import org.springframework.web.method.support.HandlerMethodArgumentResolver;
import org.springframework.web.servlet.config.annotation.InterceptorRegistry;
import org.springframework.web.servlet.config.annotation.WebMvcConfigurerAdapter;

@Configuration
public class WebMvcConfig extends WebMvcConfigurerAdapter {
@Autowired
private AuthorizationInterceptor authorizationInterceptor;
@Autowired
private LoginUserHandlerMethodArgumentResolver loginUserHandlerMethodArgumentResolver;

@Override
public void addInterceptors(InterceptorRegistry registry) {
registry.addInterceptor(authorizationInterceptor).addPathPatterns("/api/**");

@Override
public void addArgumentResolvers(List<HandlerMethodArgumentResolver> argumentResolvers) {
argumentResolvers.add(loginUserHandlerMethodArgumentResolver);

FATTLLER], BLE T Mnterceptor, FIRIZE /api HLMATEIER, £#H)E, =F
AuthorizationInterceptorpreHandle A0 F . HALL /api JLAER, APIREBUAUEA S EMEA, Wif %
PL /mobile 3k, WIFEZEAEMIAL. EHCE T argumentResolver, Jil 220 70, 02

o /#TAuthorizationInterceptorss, AT LUK, #48% 7api HLkIERE, #T T4, WHRPR:
import io.renren.annotation.Login;

import io.renren.common.exception.ErrorCode;

import io.renren.common.exception.RenException;
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import io.renren.entity.TokenEntity;

import io.renren.service.TokenService;

import org.apache.commons.lang3.StringUtils;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Component;

import org.springframework.web.method.HandlerMethod;

import org.springframework.web.servlet.handler.HandlerInterceptorAdapter;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

/**
* FLBR (Token ) 3&1IE
*/
@Component
public class AuthorizationInterceptor extends HandlerInterceptorAdapter {
@Autowired

private TokenService tokenService;

public static final String USER_KEY = "userId";

@Override
public boolean preHandle(HttpServletRequest request, HttpServletResponse response, Object
handler) throws Exception {
Login annotation;
if(handler instanceof HandlerMethod) {
annotation = ((HandlerMethod) handler).getMethodAnnotation(Login.class);
}else{
return true;

if(annotation == null){
return true;

//MheaderH3kEtoken
String token = request.getHeader("token");
// 1% headerdi RfEfEtoken, M ZEF3RE token
if(StringUtils.isBlank(token)){

token = request.getParameter("token");

//token N7
if(StringUtils.isBlank(token)){
throw new RenException(ErrorCode.TOKEN_NOT_EMPTY);

//Eiftoken(s 2
TokenEntity tokenEntity = tokenService.getByToken(token);
if(tokenEntity == null || tokenEntity.getExpireDate().getTime() < System.currentTimeM
i1lis()){
throw new RenException(ErrorCode.TOKEN_INVALID);
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// % BuserIdflrequest®, /F4LMRHfiuserId, FKEUHERE
request.setAttribute(USER_KEY, tokenEntity.getUserId());

return true;

BATATCURIL, HEN /api THRIE L ZHT, SHIBHERMED, ZEIMN T @LoginiT (7 ZtokeniAiik),
WA %A @LoginiEfif, WAL UFtoken, W LABHZVT M. WA @LoginiEfE, I 75 Z2 5 token ] IE
P, FHluserldiif #requestftJUSER_KEY ., J54:4xH 5,

o LI, @LoginiEfMIIERH, MERFXEHHAT . HEE FHMARI, T @LoginUserid:f#)5, usery
SH, TR YAEFAANELS, R ARERE R ?

/**
* PRI E R
*/
@Login
@GetMapping("userInfo™)
public Result<UserEntity> userInfo(@ApiIgnore @LoginUser UserEntity user){
return new Result<UserEntity>().ok(user);

o W Eusersf Gt J:, HILRTELoginUserHandlerMethod ArgumentResolver B 1],
LoginUserHandlerMethod ArgumentResolvers& AT H & NS5, B S
HandlerMethodArgumentResolverZ Bl a], ACHSA1 N AT 7R

import io.renren.modules.api.annotation.LoginUser;

import io.renren.modules.api.entity.UserEntity;

import io.renren.modules.api.interceptor.AuthorizationInterceptor;
import io.renren.modules.api.service.UserService;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.core.MethodParameter;

import org.springframework.stereotype.Component;

import org.springframework.web.bind.support.WebDataBinderFactory;
import org.springframework.web.context.request.NativeWebRequest;
import org.springframework.web.context.request.RequestAttributes;
import org.springframework.web.method.support.HandlerMethodArgumentResolver;
import org.springframework.web.method.support.ModelAndViewContainer;

@Component
public class LoginUserHandlerMethodArgumentResolver implements HandlerMethodArgumentResolver

{
@Autowired

private UserService userService;

@Override
public boolean supportsParameter(MethodParameter parameter) {
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[/ R IER S R UserEntity, HEBHTMA@LoginUseriEf#, MIBE AresolveArgumentii%, #E4T
Ab PR
return parameter.getParameterType().isAssignableFrom(UserEntity.class) && parameter.h

asParameterAnnotation(LoginUser.class);

}

@Override
public Object resolveArgument(MethodParameter parameter, ModelAndViewContainer container,
NativeWebRequest request, WebDataBinderFactory factory) thr
ows Exception {
/7B ID, AT EBEER, AR
Object object = request.getAttribute(AuthorizationInterceptor.USER_KEY, RequestAttrib
utes.SCOPE_REQUEST);
if(object == null){
return null;

//ilituserId, KEHER
UserEntity user = userService.queryObject((Long)object);

J/AELETH B R, KERUserEntityZiusertf £ B

return user;

6.11.3 Swagger’f: [ 1 A4
RIS Swaggert R E, AR CISCRY, AL HE SRS 4 T4

o INHESCHFSwagger, i E I AR Jartl, FATEHKIRAE2.7.0, Q1R FR:

<properties>
<swagger.version>2.7.0</swagger.version>
</properties>

<dependencies>
<dependency>
<groupId>io.springfox</groupld>
<artifactId>springfox-swagger2</artifactId>
<version>${swagger.version}</version>
</dependency>
<dependency>
<groupId>io.springfox</groupld>
<artifactId>springfox-swagger-ui</artifactId>
<version>${swagger.version}</version>
</dependency>
</dependencies>

o [BA‘ERiSwaggertk 3R, RFE, WET790N T @Apioperation VEME, mh2x HA)A R LOCRY, A
THR, HA, response=UserEntity.class s&iR [B] FIEHE X %
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@Login

@GetMapping("userInfo™)

@ApiOperation(value="3REUH {5 5", response=UserEntity.class)

public Result<UserEntity> userInfo(@ApiIgnore @LoginUser UserEntity user){
return new Result<UserEntity>().ok(user);

o HAMIFERE T Swaggerf) BAAALE, HAFHE T securitySchemes(security()) » HHIELZN THER
fjtoken, Ji{F headersk B, VIEAREHA, TEIMEMEZED, WFATR:

@Configuration
@EnableSwagger2
public class SwaggerConfig {
@Bean
public Docket createRestApi() {
return new Docket(DocumentationType.SWAGGER_2)
.apiInfo(apiInfo())
.select()
//JNT ApiOperationiEffmIzR, 7 A 1 3Ry
.apis(RequestHandlerSelectors.withMethodAnnotation(ApiOperation.class))
[/ETRIZE, A A R SR
//.apis(RequestHandlerSelectors.basePackage("io.renren.controller"))
.paths(PathSelectors.any())
.build()
.securitySchemes(security());

private ApiInfo apiInfo() {
return new ApiInfoBuilder()
Ltitle(" AANTFFUE™)
.description("renren-apiffdd OIS0 RY")
.termsOfServiceUrl("https://www.renren.io")
.version("1.0")
.build();

private List<ApiKey> security() {
return newArraylList(
new ApiKey("token", "token", "header")

)5

o WATHRRE T, AR Sors, BRI S, AR, R R
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1 swagger Authorize | Explore

AANFE

renren-apitE 130 A3 Al AR Ftoken

ARRLL VIS

[] : Api Register Controller / Show/Hide  List Operations ~ Expand Operations
eqgiste

S8 /apifregister FERR
mmﬁu b Api Test Controller Show/Hide List Operations = Expand Operations
/api/notToken 7BBET okenSRIER,
T [ mmi s E—
Lﬂ /api/userinfo |/ FHEPEE
§§ED - Api LOgiI’I Controller Show/Hide List Operations =~ Expand Operations

| /api/login p==
/api/logout : —— B

| A ER2 RS diitoken

[ BASE URL: /renren-api , APl VERsION: 1.0 ]
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6.12 LEE L

activitiAqs S tHHRAL T2 IAPI, {H 1 FactivitifJAPTELECHE, T HA Loz L A AR A& U606 A2 P [ i
FEEEft. Rt EactivitFZERE B8 T — 255, (LRSI o E 1 5 R R .

Je B AR 45 1)

v ain
v java
v io.renren
> common
¥ Em module:
activiti
demo

target

Dockerfile
pom.xml

= renren-api

§ renren-common
renren-dynamic-datasource
= renren-generator
.gitignare
docker-compos:
pom.xmil
README.md

g FRARPSE. txt

Ii External Librari
© Scratches and Con.

pom.xml5| A\jarfd

project & depende
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security-enterprise-activiti

doc
renren-admin
db
src
main
v java
v io.renren

modu

config

controller

dao

demo

dto

entity
org.activiti.rest.editor
service

| 3
>
'S
»
>
[
»
»

demo

mapper

activiti

demo

job

log
YA
45 Rlactiviti 51 % 1) T A AL 4B £E io.renren.modules.activiti.* | o
io.renren.modules.activiti.config : activitiffIspringboot)f )L & ;
io.renren.modules.activiti.controller: 48 SZH A FEAH 5 DI RE FR APL;
io.renren.modules.activiti.dao: F(IE FEEAE;
jo.renren.modules.activiti.demo: TAELIKIZR1;
io.renren.modules.activiti.dto: dto;
io.renren.modules.activiti.entity: entity;
io.renren.modules.activiti.org.activiti.rest.editor: JRFEBETT2E;

io.renren.modules.activiti.service: activitiZhgg =¥

Iy S AR 45 74
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LDy AR R IIRE H 3o 1. ARAME: WA WA, FiREE Bh L R SR AT =R ALAFI
NILALE, BARRNE AT S U R BRI IR R 20 RO AL I, X B T ARARAR G
N7, ARSI . 3. TAEFIDIARE: WIS ERE] . FIERERE] . A, ik
SCEEL SEIE L RMEIE. RGN CIMES . REIUES . KRR, MAEEE. BORE DR
T RS T RE -

DO

~
~

&

S
anp

eI 4

activiti A S AL T 1VF 2 IAPT, {H il Tactiviti I APTEGECHE, 1 HAT L8 1 HAS R AR AU i 2 A B AR o
fit. Dt fEactiviti ) FERE B4 1 — R 0e, AR 2 b ) E AR .

i Hactiviti TAER T2, KEBOTUAAEES NSy FEA.: BRI, MR UEH., SSpE., £5%
L

BAVE . ARROE. SERAEMA . B .

TAEE S BERGHPITA R . EBE B rh A8 — AR, TS — DR R E o BT iR A
F B T R AIZAT P AR R R .

SHVE R BT AT AR .

ESEE: ARSEHET AN B RO, RS RIHE. ROZFEULLFFBRAES 5.
ARG & Ractiviti, FEHFR L ETIRERAPHE M. EMTH T, B IX S APHE AT AT SEl D e . BAAD)RE
APIH] 2% swagger ] APT SRS

BTG G Xfactivit FAPIFIE 2% . Bromie 7O R LA TAE: 1. PRV B, MRS H ., BT mE. K
. RO RHTE. CIMES UL I ThRE: 2. AL 456 1) TAR U S D e th ) ¢
A, srliE: JABIRFE (ren-process-start) . AbHE{TZ5 (ren-process-start) . AbEEPERS (ren-process-

114



detail) UL Z5A 40 (ren-process-multiple) . HALZEEHMRLEE T B3R AEAT S LRI FERET
—ANHAE SR TTARRA G R R g, FFRERIIESRE, FFREE S RLE, 4E50A
activiti )3 2% 0] 58 i TAERAR R ThRe & . BARIE S B 15 REEA R IEFEH AR

AR WU 2% H F DhRE 1 B

AR, ST D] &4, EEBERWEAE R RA. REEEEINE, St [ELET) A
TFEBETH S

0008 68 | ..

> FREAZEE
> E5
> 4519
> P
> NREH
> BB
O—> zEsl  —P HIEESH —  ATER  —P SgESH —DO
> SRiEHE
> BB
> JKiE
» i R
ik
=3
v SEIE RS Rl SHE
R - correctionprocess BiR: SEIEEwRE
RS SEERERH AR FigE
i FIRE EiFgHEE htp:/fwww.activiti
BT - 0 NFTHI AR TS - 0 N EEpHEITEE
ESEX: 0 MESEN HEEX 0 NBBEY

AR U 73y DUREHZAIX . REEIATTIX . AR BT X A SO B X .

DIREILAH X ME B 4l ORAE BUDD. . R0, MBR. S #Es. |EXSE. ACPXFR. MFK
N TBORS /N AR TERR RN AREDE RN RERAKIEIN— T m . SRR FMIBR— AT s, SRk,
TREFRATIX s AP activit iR FE 51 B AT FIRAZ B BRI BT IX .

WA X XA IR B RE, il

ZHOE X MESEE . H S HOE X .

RSB RIS HORE NI TS HRE, AR TSEOCE AR SHRE . T gL
WIS

1. IS4

v BEIE RIS

By correctionprocess | & EEmE

Teikfas : HIEsES e Frr

AEZHR : HREE R - it fww.activi. ..
[ s VABEETE | PSP g

BEEY: 0 MESEX HEEY 0 EEEY

TR v s, SHE X BT R RAES R E . WA ECE S HCE RN R AR IR
ITHEWT 8K LA e RAEARIRZUORIEME —, M35 75 ELE I XM SHEAT KRR PATIRWT 87008 A3l 45H L
SOELR M =Flre 70 IR BFERE SR B URESE AN AR E B ER R =D F

2. ELSH:
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v B IERIS L

|ig o) : sid-426CA66B-6230-4A .. | | i - +iaE |
HRIRMES FRE | T No condition |
Imﬁmﬁgg : FRERITERE | ERIAR :

HELBHE S EONR A MPAT IV 88 o W2 F T HEM M S B 28 WX S i 1 B 26 A S 50
3. AFPE%SE

v T EHEi
+i@ (D) : sid-84AA3028-84C4-45 & ES=- 14 | -
TBRIER : ES w5
HRHS: v [ s 0 MU |
BILpIRR : None 2H (B3H) FRE
=8 (FTH) : HRE TRER (BTG - FRE
TR (B HigE BT
| SEAF - AP 1067246875800000001 | FRPES - FigE
FEAMI - wRE 5L - RiRE

P AESS EE B AT W S A BEH 7 AN DR . BT IEWT 88 AR5 AU . SR DL GRS W . e BCHT P
NI BN ARIEN PR At =R

G 1E HH R 7 B

FEAE e IE B R BT, TSRS B N IC B . IO ELAS AP IR LAE 0 “doc/ A S H 3%
T~ WS HEE A

security-enterprise

Wik CHRIKEY A2 BT AN 53 B E L, AR SURE BT € SAF o A2 B AR 55 AR SRR N 75 224 A
FEKEY A3tk Bk, %I H gD RECE S A I AP € XKEY . 7Bl ifitfe & X HIKEY A :
COITECtiOIlpl‘OCESS o

RGCRFIL 5 R RS A 1 77 208

1. JREE Bite R AT R —. WRREHE P EEZ R, . BAE I h R R
THREE, R

2. PSSR, BRI, FHAE N NI AR AR i T A g I e A . b 55 rp]
SEBID T B T T8 AE ) SE D

3+ G S IR A ML 55 R B T 5

4, VAR T B R SS BR HIME R

5. ff F R SRR AT R Bh iR s

6. AR REEHAS SRR ERE

I T AU I R R SRR KT A R AT TR U

R i

116



HIERIERERIT RACES Bonll, B mAESCHTEBRZIPEAFRIE TEF . Fik, A IERiER
DEMOH /e fEMARE H I ge b SRR E G B . WiE:
= ¢ ® x (:)aaminv

REID 2BEID B R 723 XML BR EpERYE

correctionprocess:

14 1 FEIFERiERR correctionprocess 1 correction...  correction... 2019-09-17 16:38:33

¥ correctionprocess.zipfd FAEZ J5, ARG TAERTER T o AT DL e 4 AL D ek IR 7E S iuts
Ao S 5 AT DS EAT R IR T, HORAT OB A IR e

ks ER R

1. REEHBT
Ui IE FRE R 451 -
N |ER TiRE - mE [7 tb_correction @security_en...

BEF oRNFHR SRAFER oliltFR P iE r B v TFE
FE OZES| M2 RES EE PR sQLims

=] x5 B MR AEnull L ficd R
R i 20 o 8 O » i

apply_post varchar 255 0] O O BB
entry date datetime 0 0 O O MNEARH
correction_date datetime 0 0 O O HIEHH
work_content varchar 255 0 O O TiFRS
achievement varchar 255 0 O O THenem
creator bigint 255 0 O O BlEE
create_date datetime 0 0 [l 0 ElEEaTE
instance id varchar 80 o] ] O EFID

2 A FARAS A R AR ol 55 3% A 47K s

=\ AR SRR
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H TR A B, FELE RS RAFEE.
FEMV 4R ¥4 : correction-process.vue

label="%t(

v-model="dataForm.applyPost

:label="%t(
~ v-model="dataForm.correctionDate"

:label="%t( rr
v-model="dataForm.workConten

:label="%t(
v-model="dataForm.achievement” :

= v-if="processVisible" saveFormur.

processModule f

visible:

fieldDisabled:
dataForm: {

id: ',
applyPost:
entryDate: '°,
correctionDate:
workContent:
achievement:

>

)
i
creator: '°,
createDate:

PRl 7 B S BT R — AN S5 RE R L. B IE B S PRI

" (@keyup.enter.native="dataFormsub
p

itHandle()" :label-width="$i18n.locale

oY

placeholde

onD.

abled” value-format= M-dd

:d

isabled="fieldDis :placeholde
')

o) S
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created () {

this.dataForm.id = this.$route.params.businesskey
.init()

r callbacks = {

startProcesssuccessCallback: this.closeCurrentTab,
startProcessErrorcCallback: s.startProcesserrorcCallback,
taskHandleSuccessCallback: this.closeCurrentTab,
taskHandleErrorcallback: this.taskHandleErrorCallback,
formsavesuccesscallback: null,

formSaveErrorcallback:

s.initProcessMultiple(callbacks)
1
computed: {
datarule () {
return {
applyPost: [
{ required: tr message: this.$t('validate.required'), trigger:
1
entryDate: [
{ required: true, message: this.$t( validate.required'), trigger:
1
correctionDate: [
{ required: true, message: this.$t('validate.required'), trigger:
1
workContent: [
{ required: true, message: this.$t('validate.required'), trigger:
1
achievement: [
{ required: true, message: this.$t('validate.required'), trigger:
1
createTime: [
{ required: tr message: is.$t('validate.required'), trigger:

b
methods: {
init () {
is.visible = t
this.$nextTick(() => {
this.$refs[ 'dataForm’].resetFields()
if (this.dataForm.id) {

is.fieldDisabled =
this.getInfo()

getInfo () {
this.$http.get( /act/demo/correction/${this.dataForm.id} ).then(({ data: res }) =
if (res.code !==0) {
return this.$message.error(res.msg)
b
this.dataForm = {
this.dataForm,
...res.data
}
B-catch(() => {}
1,

startProcesserrorcallback (data) {
console.log(data)

1s

taskHandleErrorcallback (data) {

PR
1. FH g YErh i disabled="fieldDisabled"
2. LS sha

<ren-process-multiple v-if="processVisible" saveFormUrl="/act/demo/correction" dataFormName="
dataForm" ref="renProcessMultiple"” ></ren-process-multiple>
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A R R BT, SR

saveFormUrl : fR 7R FLJURL (AL E)

updatelnstanceldUrl: B #rifi A2 S2BIIDATURL (A 3E) , ASeqy) b %A SLfilID, R ;
dataFormName: {R77 I form#& H 44 F5;

3. i B 51 ek BRI A A AR 4L AR

V4. Fc Bk 55

EREE TR B S A S, HAECE BB FRAES . 2% bbb A . 2% B S0 DAOCA Kmodules
RS AR AR A2 o 5] A I PR i 3R BB FH E B A% 420 activiti/demo/correction-process -
P BV E R I B SORAR € R THI, TR (IR 8 SR R E B 55 B H

BBV SSERER

“AVSEEH | activiti/demo/correction-process

h R SRR AL R SR
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B 1E B IR ARAE F R shi A2 40 5 shint F2 R4 AL 4E 7% B correction-add-or-update.vue, &l A B AEHA
RADFEATFRIE:
WV correction-add-or-update.vue X

src > views > modules > activiti > demo > V correction-add-or-updatevue > {} "correction-add-or-update.vue” > & template
il templa
; ivisible.sync="visible" :title="!dataForm.id ? $t(‘add') : $t( update :close-on-click-modal="false” :close-on-press-escape="
1 :model="dataForm” :rules="dataRule" ref="dataForm” @keyup.enter.native="dataFormsubmitHandle()" :label-width="$i18n.locale =
:1abel="$t('correction.post’)" prop="applyPost"
t v-model="dataForm.applyPost" :placeholder="$t('correction.post’)"

:gutter="40"
1 :span="12"
:label="$t( " correction.entryDate')" prop="entryDate"
v-model="dataForm.entryDate” value-format="yyyy-MM-dd" :placeholder="$t( 'correction.entryDate’)" style="width: 1eex"

:span="12"
for :1abel="$t("correction.correctionDate')" prop="correctionDat
=r v-model="dataForm.correctionDate” value-format="yyyy-MM-d :placeholder="$t("correction.correctionDate’)"” style="width:

:1abel="$t( 'correction.workContent")" prop="workContent"
t type="textarea" v-model="dataForm.workContent” :placeholder="%$t(’correction.workContent’)"

:label="$t( 'correction.achievement®)" prop="achievement™
type="textarea" v-model="dataForm.achievement” :placeholder="$t("correction.achievement")"

e slot="footer"
@click="visible = false">{{ $t('cancel') }}</el

v-if="processvisible" updateInstanceIdurl="/act/demo/correction/updateInstanceId” saveFormurl="/act/demo/correction” dataF¢:

import processModule from "@/mixins/process-module’

export default {

mixins: [processModule],
data () {

peturn £

processVisible:
visible: talse,
dataForm: {
id:
applypost: "°,
entryDate: "°,

correctionDate: 5

workContent: -

achievement: -
creator: ',
createDate: '’
}
}
b
methods: {
init () {
this.visible = true
this.$nextTick(() => {
this.$refs['dataForm'].resetFields()
if (this.dataForm.id) {
s.getInfo()

b
.$refs.renProcessstart.rootobj =

.$refs.renProcessStart.callbacks = {
startProcesssuccessCallback: is.closeCurrentDialog,
startProcessEerrorcallback: .startProcesserrorcallback,
formSaveSuccessCallback
formSaveErrorcallback:

}

this.$refs.renProcessStart.dataForm.processDefinitionKey = 'correctionprocess’

H
b

getInfo () {
s.$http.get (" /act/demo/correction/${this.dataForm.id}" ).then(({ data: res }) =>
if (res.code == ) {
return this.$message.error(res.msg)
i
.dataForm = {
this.dataForm,
...res.data

}
}).catch(() => {})

>

(NEVEER




1. B ORAF B SO R ShiitRe4LE, R B OR A7 3R SR BT AE SE I ID I st ik o

<ren-process-start v-if="processVisible" updateInstanceIdUrl="/act/demo/correction/updatelnst
anceld" saveFormUrl="/act/demo/correction" dataFormName="dataForm" ref="renProcessStart" ></r
en-process-start>

updatelnstanceldUrl: 5 §rif £ I IDURL;
saveFormUrl: fRA73R URL;

dataFormName: KX RAFR. FHref A% .
2. JEENRAEHEWILE

N~ BLE B RAEERE A
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¥ IE R B A E B F IR IS AL #E correction.vue T . FEAHIE
V correction.vue X
src > views > modules > activiti > demo > ¥ correction.vue > {} “correction.vue” > & script > (@ data
d shadow="never" class="aui-card--fill"
class="mod-demo__correction}"”

:inline="true" :model="dataForm" @keyup.enter.native="getDataList()"

v-if="g$hasPermission( activiti:correction:all")" type="primary” @click="addorUpdateHandle()">{{ $t( add") }}

v-if="ghasPermission( activiti:correction:all")" type="dange @click="deleteHandle()">{{ $t( deleteBatch") }}

v-loading="dataListLoading” :data="dataList™ border @selection-change="dataListSelectionChangeHandle" style="width: 1ee%;"
C type="selection” header-align="center"” align="center" width="50"></e ble-colu
prop="instanceId" :label="$t('running.id')" header-align="center" align="center"
n prop="applyPost"” :label="$t('correction.post’)" header-align="center" align="center"></e
n prop="entryDate” :label="$t('correction.entryDate')"” header-align="center" align="center"></el- :
n prop="correctionDate” :label="$¢t( correction.correctionDate")" header-align="center" align="center"
n prop="workcContent” :label="$t('correction.workContent')" header-align="center" align="center"
n prop="achievement” :label="$t('correction.achievement')" header-align="center" align="center
n prop="createDate" :label="$t('createDate’')" header-align="center" align="center" ble-c
:1abel="$t('handle’)" fixed="right" header-align="center" align="center" width="150"
e _slot-scope="scope”
ext" size="small" @click="showDetail(scope.row)”>{{ $t( process.vi lowImage') }}

rcurrent-page="page"

:page-sizes="[10, 20, 50, 100]"
:page-size="1limit"

:total="total"

layout="total, sizes, prev, pager, next, jumper"
@size-change="pageSizeChangeHandle"
@current-change="pageCurrentChangeHandle"

v-if="addorUpdateVisible" ref="addOorUpdate" @refreshDatalist="getDatalist"

import mixinviewModule from mixins/vi
import Addorupdate from *./correction-add-or-update’

import processModule from mixins/process-module
export default {

mixins: [mixinViewModule, processModule],
data () {
return {
mixinViewModuleOptions: {
getDataListURL: °/act/demo/correction/page”,
getDataListIsPage: true,
exportURL: /
deleteURL:
deleteIsBatch:
b
dataForm: {
id:

L/ procDefKey: 'correctienprocess’
B
1
components: {
AddorUpdate
1
methods: f

showDetail (row) {
if (lrow.id) {
return this.$message.error(this.$t( task.detailError'))
}
> params = {
businesskey: row.id,
procDefKey: this.procDefkey

s.getProcDefBizRouteAndProcessInstance(params, this.forwardDetail)

. AR5 A




F=, MESLBIENGE, activitie AR B A SO B A5 PR 25 F P b3, HmAE f st AR AR m AR B
W B AT . SRR AR AR B, TR RO R AR R, R B R AT 2% Ak B OC (1) APTHI R 58 B
FEE . MARAE EEA DU SRR

—. 5. BEEESEMESS. APHE: “/act/task/complete”.

T OWSUES . SRR AR U PR SSR B B P AL, R R AR A S5
Jei, JTAIHHTAH ., API#EIT: “/act/task/claim”.

= BOHINSL. SN EA S o KA SO S5 . APIHE M. “/act/task/unclaim”.

M. AESSERIRL BRIl 2 R e N AT i 4tk API#EH: “/act/task/backToFristStep”.

Fiv ARSZEIE. BHlsS B CRESRIES HAM A . APIHEN: “/act/task/changeTaskAssignee”

N AR EER . BHESS R E E 5 . APIEIT: “/act/task/backPreviousTask”.

+. &bk, ZIEFE. AP “/act/task/endProcess”.

B 12500 2% swagger I APTHZ 15 .

 IE I E IR AR AL B A A1 -

& BPEE X THEEE X FHIFD X BRI - BRI X

NEREH E

SR
T

" TIERRéR

BE Eh& =t e ln

i
g

0, WARAFEERER. Sy AL E A RS IRES . JAREIAPL: “/his/querylnstimage”; AbFEVE
f#%: “/his/getTaskHandleDetaillnfo”. %1 HH i 7 (51l 1 V175 S 1fi -

wizE
O—’[ EEs H W ]—’ Mg TP asma 4’0
R
HATHRTS EEA FHaRdTE L3RR HEER FSHEIE)
FEE 1067246875800000001 2019-09-12 11:09:33 2019-09-12 14:07:10 22 10657
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HTE FE IR S

EREIH BT, FEWERAIDKS. Maven. MySQL5.5+30 85, % IF RIP A .
7.1 jar 3 &
7.2 dockeriifi &

7.3 51 AC B
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7.1 jarfl 53
Spring Bootli H , #EFEFT jart 7720, #BE 2k 5-4 L

e Spring BootP & | Tomcat, FJHCE Tomcatl)i 15 VIAETEE . AR SR, hups
S, IR PR

server:
tomcat:
uri-encoding: UTF-8
max-threads: 1000
min-spare-threads: 30
port: 8080
connection-timeout: 5000ms
servlet:
context-path: /renren-admin
session:
cookie:
http-only: true
ssl:
key-store: classpath:.keystore
key-store-type: JKS
key-password: 123456

key-alias: tomcat

o HHR, IERTLMEE VM N AE RN, IR s

java -Xms4g -Xmx4g -Xmnlg -server -jar renren-admin.jar

o fEwindows 2, R4 Fomdd M, FAW T4

java -jar renren-admin.jar --spring.profiles.active=prod

o 7ELinux F#BE, RFEMAM T4, RIA[7ELinux/5 G817 :

nohup java -jar renren-admin.jar --spring.profiles.active=prod > renren.log &

o {ELinux¥FEE K, AT —MrlLAg)gdshell 4, FATEBWMHE, 0 FAiR:

#BEH S shel 1A

[root@renren renren-admin]# vim start.sh
#!/bin/sh

process="ps -fe|grep "renren-admin.jar" |grep -ivE "grep|cron" |awk '{print $2}'"
if [ !$process ];
then

echo "stop erp process $process .....
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kill -9 $process
sleep 1
fi

echo "start erp process..... "

nohup java -Dspring.profiles.active=prod -jar renren-admin.jar --server.port=8080 --server.se
rvlet.context-path=/renren-admin 2>&1 | cronolog log.%Y-%m-%d.out >> /dev/null &

echo "start erp success!"

#ilId shel 14 f5 3 H

[root@renren renren-admin]# yum install -y cronolog
[root@renren renren-admin]# chomd +x start.sh
[root@renren renren-admin]# ./start.sh
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7.2 docker &
o “ZiEdockerf i

#%%docker

[root@renren ~]# curl -fsSL https://get.docker.com | bash -s docker --mirror Aliyun

#Jd 3idocker

[root@renren ~]# service docker start

#8 F dockerfiiA(E B
[root@renren ~]# docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false
Server:
Engine:
Version: 18.06.1-ce
API version: 1.38 (minimum version 1.12)
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:25:29 2018
0S/Arch: linux/amd64
Experimental: false

o dockerfin % HE#M 4

# LA T R

[root@renren ~]# yum install -y bash-completion

#2Z5E IR, R ET a4

WH, BEHATIF, FiAdocker #2TFtab%d, WA HILFTA dockerd4

[root@renren ~]# docker

attach config
port

version

build container
ps

volume

commit cp

n pull

wait

create exec history import kill logout
push rm save service stats system

diff export image info load logs
rename rmi search stack stop tag

events help images inspect login network
restart run secret start swarm top

[root@renren ~]# docker e

events exec

export
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o ‘ZJEJDKBIfIE

#T4IDK8
https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html

#%%5IDK8
[root@renren work]# rpm -ivh jdk-8ul81-linux-x64.rpm
warning: jdk-8ul81-linux-x64.rpm: Header V3 RSA/SHA256 Signature, key ID ec551f@3: NOKEY
Preparing... HHHHHHHHEREHEREHHEHEHEREHRA R [100% ]
Updating / installing...

1:jdk1.8-2000:1.8.0_181-fcs HHHHEHHHEHEHEREHHE B [100% ]
Unpacking JAR files...

tools.jar...

plugin.jar...

javaws.jar...

deploy.jar...

rt.jar...

jsse.jar...

charsets.jar...

localedata.jar...
[root@renren work]# java -version
java version "1.8.0_ 181"
Java(TM) SE Runtime Environment (build 1.8.0_181-b13)
Java HotSpot(TM) 64-Bit Server VM (build 25.181-b13, mixed mode)

o ‘Zimavenif i

# T #Maven3+
http://maven.apache.org/download.cgi

#%HEMaven3+

[root@renren work]# tar xf apache-maven-3.5.4-bin.tar.gz
[root@renren work]# cd apache-maven-3.5.4/

[root@renren apache-maven-3.5.4]# 11

total 48
drwxr-xr-x root root 4096 Oct 3 23:46 bin
root root 4096 Oct 3 23:46 boot
501 games 4096 Jun 18 02:30 conf

2
drwxr-xr-x 2
3

drwxr-xr-x 4 501 games 4096 Oct 3 23:46 lib
1
1

drwxr-xr-x
-rW-r--r-- 501 games 20965 Jun 18 02:35 LICENSE
501 games 182 Jun 18 02:35 NOTICE
-rw-r--r-- 1 501 games 2530 Jun 18 02:30 README.txt
[root@renren apache-maven-3.5.4]# pwd

-PW-P--r--
/work/apache-maven-3.5.4

e B2 &

[root@renren ~]# vim /etc/profile
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export MAVEN_HOME=/work/apache-maven-3.5.4
export PATH=$MAVEN_HOME/bin:$PATH

HIRBEAR AR K

[root@renren ~]# source /etc/profile

#EFRAS

[root@renren ~]# mvn -v

Apache Maven 3.5.4 (ledded@938998edf8bf061flceb3cfdeccf443fe; 2018-06-18T02:33:14+08:00)
Maven home: /work/apache-maven-3.5.4

Java version: 1.8.0_181, vendor: Oracle Corporation, runtime: /usr/java/jdk1.8.0_181-amd64/jr
e

Default locale: en_US, platform encoding: UTF-8

0S name: "linux", version: "3.10.0-693.2.2.el7.x86_64", arch: "amd64", family: "unix"

o JHiImavenidift, #JiHdockersitg

#LRE B A

[root@renren security-enterprise]# mvn install

[IFO] cccosscoscccsscssssnnascsssssnsoaasssssasonanscsssnnnsscsasnnnnooanccnos
[INFO] Reactor Summary:

[INFO]

[INFO] security-enterprise 2.0.0 .........ciiiiiiieennn.n. SUCCESS [
[INFO] renren-common .........cceuieeenneenneeenncenncennnnns SUCCESS [
[INFO] renren-dynamic-datasource ...........ccoeeiiueennnnn. SUCCESS [
[INFO] renren-admin ........ciuiiiuiiiniiniiinneenneennnnnn SUCCESS [
[INFO] renren-api ...ciuiueiiiiiiniiiniiiiiiinneennennnnnnn SUCCESS [
[INFO] renren-generator 2.0.0 ........cciiieiiiueenncennnnnn SUCCESS [ 58.582 s]
[IFO] cccocscosccaccsssssnnascsasssnsonasssssasooanscsssnnosnasasonnnooancnnos
[INFO] BUILD SUCCESS

[IFO] cccocscosccaccsssssonascsasssnsonasssssasoaanscsssnnnsncsasnnnnooancnnns

®© A O B O
[
N
s
w
—

#HT I Erenren-admingig

[root@renren security-enterprise]# cd renren-admin
[root@renren renren-admin]# mvn clean package docker:build
#HIEFT W log. . .

[INFO] Building image renren/renren-admin

Step 1/6 : FROM java:8

---> d23bdf5b1blb
Step 2/6 : EXPOSE 8080

---> Using cache
---> 47ffbf317b63
Step 3/6 : VOLUME /tmp

---> Using cache
---> 10c446ac3052
Step 4/6 : ADD renren-admin.jar /app.jar

---> 22f3909f6b79
Step 5/6 : RUN bash -c 'touch /app.jar'
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---> Running in 5d374d281bde

Removing intermediate container 5d374d281bde
---> 054dc5b868b38

Step 6/6 : ENTRYPOINT ["java","-jar","/app.jar"]

---> Running in 2@ffcbdel141
Removing intermediate container 20ffcbdel141
---> 6a5e0e02b2c6
ProgressMessage{id=null, status=null, stream=null, error=null, progress=null, progressDetail=
null}
Successfully built 6a5e@e@2b2c6
Successfully tagged renren/renren-admin:latest
[INFO] Built renren/renren-admin
[INFO]| ===mi=im= = = = ==/m/m/mimim = = = = m/m/m m/mimim = = = = = mlmimlmim = = = = = m)m/m mimim = = = o =il m = = i
[INFO] BUILD SUCCESS
[INFO]| ====i=imi= == = ==/m/m/mimim = = = = =)= = m/m|mim = = = = = = = m|mim = = = = = = = =il = = = i m =

#HT U Erenren-apififlg

[root@renren renren-admin]# cd ../renren-api
[root@renren renren-api]# mvn clean package docker:build
[INFO] Building image renren/renren-api

Step 1/6 : FROM java:8

---> d23bdf5blblb
Step 2/6 : EXPOSE 8081

---> Using cache
---> 1l4le6adab2el
Step 3/6 : VOLUME /tmp

---> Using cache
---> 249fbdfed5al
Step 4/6 : ADD renren-api.jar /app.jar

---> a775d2c75dal
Step 5/6 : RUN bash -c 'touch /app.jar'

---> Running in 53f3d695371f

Removing intermediate container 53f3d695371f
---> 909bedac70f3

Step 6/6 : ENTRYPOINT ["java","-jar","/app.jar"]

---> Running in 3eb224847362
Removing intermediate container 3eb224847362
---> 94a31a7785a0
ProgressMessage{id=null, status=null, stream=null, error=null, progress=null, progressDetail=
null}
Successfully built 94a31a7785a0
Successfully tagged renren/renren-api:latest
[INFO] Built renren/renren-api
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[INFO] -=-=m=m=mm e m oo e e e e meeeee—eoeoee-
[INFO] BUILD SUCCESS
[INFO] === - == mm e m oo e oo oo o oo oo e oo eeeemeoeoee-

#2 EDockerdifg

[root@renren renren-api]# docker images

REPOSITORY TAG IMAGE ID CREATED
SIZE

renren/renren-api latest 94a31a7785a0 3 minutes ago
741MB

renren/renren-admin latest 6a5e0e02b2c6 6 minutes ago
845MB

o ‘“ZXidocker-compose, R HIZE 2%

# ~N#docker-compose
[root@renren ~]# curl -L https://github.com/docker/compose/releases/download/1.22.0/docker-co

mpose--uname -s - uname -m  -o /usr/local/bin/docker-compose

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 617 0 617 0 0 555 @ --:--:-- 0:00:01 --:--:-- 556
100 11.2M 100 11.2M 0 0 1661k 0 0:00:06 0:00:06 --:--:-- 2845k
#IE N AT AT IR

[root@renren ~]# chmod +x /usr/local/bin/docker-compose

#EFRRAE R

[root@renren ~]# docker-compose version
docker-compose version 1.22.0, build f46880fe
docker-py version: 3.4.1

CPython version: 3.6.6

OpenSSL version: OpenSSL 1.1.0f 25 May 2017

WRTHAT, T HREH https://github.com/docker/compose/releases/download/1.22.0/docker-
compose-Linux-x86_64 [#KE|AH, F HALF| RSS2

e jiliddocker-compose, JABITIH, WTFHIR:

#R BN IH
[root@renren security-enterprise]# docker-compose up -d
Creating network "security-enterprise_default" with the default driver

Creating security-enterprise_renren-api_1 ... done
Creating security-enterprise_renren-admin_1 ... done
#EF H BN A
[root@renren security-enterprise]# docker ps
CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
bcadf661cbaa renren/renren-admin "java -jar /app.jar" About a minute ag
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o Up About a minute ©.0.0.0:8080->8080/tcp security-enterprise_renren-admin_1

e902edfe59db renren/renren-api "java -jar /app.jar" About a minute ag
o Up About a minute 0.0.0.0:8081->8081/tcp security-enterprise_renren-api_1
#BF A 5 logs

[root@renren security-enterprise]# docker logs -f security-enterprise_renren-admin_1

#HERIFMIS, docker-compose B HL {75 4%
[root@renren security-enterprise]# docker-compose down

Stopping security-enterprise_renren-api_1 ... done
Stopping security-enterprise_renren-admin_1 ... done
Removing security-enterprise_renren-api_1 ... done
Removing security-enterprise_renren-admin_1 ... done

Removing network security-enterprise_default

o docker-compose'E 7 (A%

https://docs.docker.com/compose/compose-file/compose-file-v2/
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7.3 51 AC B

W5 18— ol i CORSA vk, B Nginxfit B B 7], CORS 7 i Wi 8% Al IR 55 2 A SCfF . HAT, R/
MRS IFIZIAE, Nginxfo & Q\ NPT
server {

listen 80;

server_name demo.renren.io;
location /security-enterprise {
alias /data/security-enterprise-admin;

index index.html;

location / {

if ($request_method = 'OPTIONS') {
add_header 'Access-Control-Allow-Origin' '$http_origin';
add_header 'Access-Control-Allow-Credentials' 'true';
add_header 'Access-Control-Allow-Methods' 'GET, POST, PUT, DELETE, OPTIONS';
add_header 'Access-Control-Allow-Headers' 'DNT,X-CustomHeader,Keep-Alive,User-Age

nt,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,token’;

add_header 'Access-Control-Max-Age' 1728000;
add_header 'Content-Type' 'text/plain charset=UTF-8';
add_header 'Content-Length' 0;
return 204;

add_header 'Access-Control-Allow-Origin' '$http_origin';

add_header 'Access-Control-Allow-Credentials' 'true’;

add_header 'Access-Control-Allow-Methods' 'GET, POST, PUT, DELETE, OPTIONS';

add_header 'Access-Control-Allow-Headers' 'DNT,X-CustomHeader,Keep-Alive,User-Agent,X
-Requested-With,If-Modified-Since,Cache-Control,Content-Type,token’;

proxy_pass http://localhost:8080;

client_max_body_size 1024m;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header Host $host;

proxy_redirect off;
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